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ARARAN T 1E— 5780 Windows SEEE AR FR9ATN, iZiEA{E R R RIE
HIEEMN (ICMP) Lﬁunvﬂ]}lﬁﬂ (C2) &mf, XMEFRAPingback AU EER{GLA
Microsoft Windows 64 (U R# A8k, A DLL RS AM,

eI

New Windows 'Pingback' malware uses ICMP for covert communication

https://www.bleepingcomputer.com/news/security/new-windows-pingback-malware-uses-
icmp-for-covert-communication/
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Panda Stealer dropped in Excel files, spreads through Discord to steal user cryptocurrency

https://www.zdnet.com/article/panda-stealer-dropped-in-discord-to-steal-user-
cryptocurrency/
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New Moriya rootkit used in the wild to backdoor Windows systems

https://www.bleepingcomputer.com/news/security/new-moriya-rootkit-used-in-the-wild-to-
backdoor-windows-systems/
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Ransomware gangs have leaked the stolen data of 2,100 companies so far

https://www.bleepingcomputer.com/news/security/ransomware-gangs-have-leaked-the-
stolen-data-of-2-100-companies-so-far/
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DDoS attack knocks Belgian government websites offline

https:k//vvvvvvwe\ivegecuth.com/ZOE/OS/OS/be\giumfgovem ment-websites-offline-ddos-
attack/
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Top 12 Security Flaws Russian Spy Hackers Are Exploiting in the Wild

https://us-cert.cisa.gov/ncas/current-activity/2021/05/07/joint-ncsc-cisa-fbi-nsa-
cybersecurity-advisory-russian-svr

Colonial Pipeline EEMERHHXHIZE

H#3: 2021-05-08
fﬁ@x @
SkIB: Larry Dignan

#1525 ['Colonial Pipeline’, 'Fuel’]

5H7H, Colonial Pipeline BIBMBEHXAESE. ZABNEEELREIFH. £
. BRSERL XBEREFRAEEESROHT M, OREF 45%MEHMENE, RIS
M TR FIE M WS ISt REMIKTERY BNk,

15

5/15



(@) CERT (228 nm=so)
%§§§¥;§§§F?wvvﬂmu“ﬁﬂ, http://cert.360.cn

Colonial Pipeline cyberattack shuts down pipeline that supplies 45% of East Coast's fuel

https://www.zdnet.com/article/colonial-pipeline-cyberattack-shuts-down-pipeline-that-
supplies-45-of-east-coasts-fuel/
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Apple Releases Urgent Security Patches For Zero-Day Bugs Under Active Attacks
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https://thehackernews.com/2021/05/apple-releases-urgent-security-patches.html
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Critical 21Nails Exim bugs expose millions of servers to attacks
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https.//www.bleepingcomputer.com/news/security/critical-21nails-exim-bugs-expose-
millions-of-servers-to-attacks/
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VMware fixes critical RCE bug in vRealize Business for Cloud

https://www.bleepingcomputer.com/news/security/vmware-fixes-critical-rce-bug-in-
vrealize-business-for-cloud/
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New Spectre Flaws in Intel and AMD CPUs Affect Billions of Computers
https://thehackernews.com/2021/05/new-spectre-flaws-in-intel-and-amd-cpus.html
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Qualcomm chip vulnerability found in millions of Google, Samsung, and LG phones

https://www.zdnet.com/article/qualcomm-chip-vulnerability-found-in-millions-of-google-
samsung-and-lg-phones/
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Microsoft: Business email compromise attack targeted dozens of orgs

https://www.bleepingcomputer.com/news/security/microsoft-business-email-compromise-
attack-targeted-dozens-of-orgs/
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