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3.1 Ursnif RIS

1 HHE: 2021 4 08 A 23 H

; BB revelock

+ ¥R%: ursnif, banking trojan, Cerberus
6 //&fﬁ,,\ github

ursnif 2 2007 FERMAIATF Windows RURITARDS, EIZFIRRE, (PAEER,

e BHIRSZ—,

ERIN T REERASHWATZSARNZEE, ET 2021 FREHE, BERITH
PEIETSEIRIE, FEE 3 BAAAD 7R ARRITAUF M,
XETFIETANFHETRERETSMREISKRY, HFMEE 20105 A4, %%
BRHRIRCASHROIE EEH A TE github MRAS=HIFE L,

ES
Ursnif and Cerberus: A Combined Attack

3.2 LockFile #1Z&R%{4E1d ProxyShell f&Z= Microsoft Exchange
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3 3KJR: heimdalsecurity

4 FR&: Microsoft Exchange, proxyshell, lockfile, conti, lockbit
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E'-/E\ﬁ}—l'ﬁ—t AREI T —FEERT MicrosoftExchange BRSS28FHH4T Windows 18 INZ2a9
=i,

%jg lockfile B9ENRIHRI B T s t@MEIAY proxyshell igiE, 1Z# RGNS

conti 481, MRS lockbit EHZERAEARIL,

(B3

LockFile Ransomware Compromises Microsoft Exchange via ProxyShell

3.3 #tHHAEIREERA Mirai BFMNZEYTRY Realtek SDK
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s KR: heimdalsecurity
» 5% mirai, realtek, sdk, Botnet

s 47k HE Y
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B MZIRA,
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3.3.2 cve-2021-35395

PEZ: https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2021-35395

3.3.3 cve-2021-20090

P& https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2021-20090

15

Hundreds of Thousands of Devices Using Realtek SDK Targeted by Mirai Botnet
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Cyber Attack, Konni, Malware, Malwarebytes, North Korea, RAT,

— security, Windows 10
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MalwarebytesLabs 89 IT ZEHRARIRS T —IETEIM EEHITHOEESIXFEE,
HhTEHiREBTH,

KB TR ERIRBEIESETE KonniRAT, BF 2014 FEEREAIL, #HR
79 Thallium %0 APT37 RYZREF ENEERELRRER,

FIHBILE, KonniRAT E£pTEtA 71N, FJ VirusTotal ERE 3 PR
T5 ZReiE R =R,
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Konni RAT variant targeting Russia in ongoing attack campaign

3.5 SideWalk SBEIEDHT

HHA: 2021 &£ 08 B 24 H
CE 5

3 {"E% Thibaut Passilly , Mathieu Tartare

+ FR%s: SideWalk, SparklingGoblin
s {7l HERFNEEN

ESET AR ARRIERIM T — P F AR QR FFHIRRMFI] SideWalk, APT B4
SparklingGoblin &IFftX—xR (T EERITENZELTRNENFER TXMEIT,
X EISZBRERNS— 1A CROSSWALK RSB,

#15

The SideWalk may be as dangerous as the CROSSWALK

3.6 FINK—ZRERRHZFTEEZEIEGIE, 73,500 BBEHHERGIHEE

i HEf: 2021 &£ 08 B 27 H

=1

3 KR: ehackingnews

s FRES: Cyber Attacks, Exposed Patient Records, IT system, MOH,

— Ransomware attack, Singapore

s A7l BEMTSTF
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8 B#), —zxFAANREHZPIRIZY 7.35 BRBERI T ABEMZIHERERI# RN

W,

XE2—PBRSEZIRRELESH,

TRIREAIIINIESM EEY, HIESEMSR. i, BMIESE. BREEMIGKE

oo

B3
73,500 Patients Data was Compromised in a Ransomware Attack on a Singapore
Eye Clinic
3.7 Mozi EFM%5ET3T Netgear, £, FXRIX
 HEA: 2021 & 08 B 24 H
0 F:
; /fE&: Doug Olenick

— At
2 FRES

s 47l

Mozi, Botnet, Netgear, Huawei, ZTE

HE

6 N 2H%]: microsoft, huawei, ibm, ZTE

MIRZEMRARET, BFEI moziot BF MERNEER LGB HT 77
&, (EHEAEEE Netgear, HEHRPXBIIHENERIN K ESCHIFRFAL,

Mozi @—F =3I R EF ML, BEFIZREL BitTorrent RYRIZSSRAERSMNZKE] DVR AY
TR, TRXBITHIASS telnet ZHBERIZAMNY loT mAEXSHIEAR,. Mozi
FERTHITOHIVERRS IS, BUEIRTGHEE T EBIETRT.
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3.7.1 BN
3.7.2 cve-2014-2321

PEZ: https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-2321
#15
Mozi Botnet Targeting Netgear, Huawei, ZTE Gateways

3.8 ** fAXRTEEN **

1 ENEILREBELRDIRE, WPOKIE. DS, BN

2. MIF R WEERIETIR, XA LEBENERISMNNImOFIARSS, KATARISIMN
[BJRR

3. RESS RGN B RSB THRAFH RN T B

4. BIENSEE. BMEFERIm. vpn, IBERESFERNN D ANBERS, NNEATEHE
EATARZS

5. &F %3 EDR = ma, KATGNEAD
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4.1 3800 ALIERE Microsoft BEBEIRTIEE

HHH: 2021 &£ 08 B 24 H

A —x
: F: B

s KR ehackingnews

4 FRES: API, COVID-19, Data Breach, Microsoft, Social Security Number,
— User Privacy, User Security

s 47l DAFHETLE

6 1 N2AZY: microsoft

TEEHIR, (ERIRER PowerApps [TJFSF&ERY 1000 2~ Web N RERFHRIAL] 3800
PRI LRSI,

UERE covid-19 EMEBINMEE. EEIMIRTEHIREEFNEIE, SAxEEEU.
FBIESHE, 2T ESHREEPRE.

#1B

38 Million Records Exposed Due to Microsoft Misconfiguration

42 HWHFEZEICIRHE 7000 5 ATAT BFRIFAAGR

i HEf: 2021 £ 08 A 23 H
s KR ehackingnews
4 F1%: Data Breach, Personal Information, Shiny Hunters, User Data,

— User Security
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EiRE, — N REBENEREHEAR Shinyhunters, IEEHE—NEE 7000 7 at&t
BEFMNFREER0EERE. M, EEBEHNE at&t SINEZEUETEE,
Shinyhunters HETHEHIE. ¥a. BKREIE, LIRbi. HR2E S5 (ssn) #
e HERROME AT £,

—NEZRLE2LTFMEATHINAFTERAR at&t HIEETRIAF,

#15

Private Details of 70M AT&T Users Offered For Sale on Underground Hacking Forum

4.3 Raven Hengelsport #iEHERE T 18GB WEFEUE

+ HEB: 2021 &£ 08 B 29 H

=1

3 KR : ehackingnews

4 Fr&s: Microsoft Azure, Raven Hengelsport

| SO N5 ==L |

s 7 N2A4]: microsoft, Raven Hengelsport

RavenHengelsport @3y Ffa=1=ER, MEaEMgE S, NELZEHARAR
KIT—"15 RavenHengelsport H8XBXAIZRINZAY microsoftazureblob Z(&IRSS
22, RERLHEAEEFEE, Hit 425 H%, HENEBEEEERERA. X
HER. R, B%. XSMEHRIRSE, EF pilPARMER]. #E. BEE.
FBIESHE. Bk, EELTIEFRRM KRR,

15

Raven Hengelsport Data Breach Exposes 18GB of Customer Data
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5.1 #EEITH 2T SAC Wireless 1£ Conti #$1EZ A SE4 G ESHIE

iHEE

HER: 2021 &£ 08 B 24 H
CEg . 5

s KR: heimdalsecurity

4 }3&: sac wireless, Nokia Branch, Ransomware, Conti, Data Breach
s {7l : Sl

6 15N 2H%0: experian, Nokia, sac wireless

FEHEETFRF sacwireless FIRGHRINEHEFEAE contiransomware SR THIR
BUEPRER, 2 AEKREEER FEHIREITEE,

ZABIRIL, conti FIRVHFRARBRESERFHIHER, K3 LERIE
=i, AT 6 B 16 BERESHIRAGLUINE sac TEERS RIS,

#1E

Nokia Branch SAC Wireless Had Suffered a Data Breach Following a Conti Ran-

somware Incident

5.2 cloudflare & DDoS - &F#UZE 1720 AKX http 153K

+ HHB: 2021 &£ 08 B 24 H
CEN 5
s /E&: Comenta primero!

4 F7&s: cloudflare, botnet, ddos
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6 1 NEY0: cloudflare

cloudflare #ix SR, BEIRE LELARKEARRIDHIIELIRSS (ddos) W, EIXRKIE
0, cloudflare EFREEMKEIADTF 1720 B http 153K (rps).

R AEFNE AR, BinesaliTI Y Cloudflare A, JIMHHR, EF
MEEFLLABY 3.3 1M BEIBRENE S cloudflare 10%x,

5

Reportado ataque DDoS de mas de 17.2M rps (el mas grande hasta ahora)

5.3 #HY SideWalk 51 ] 7 EERIITHETIZE WSS

 BEA: 2021 & 08 B 25 H
; /£ : Ravie Lakshmanan
s AR SideWalk, Backdoor, Computer Retail Business

s {7l HEARFIEE
6 WM google

—FRUTEENTENSELTR S SideWalk BIIBR, XETESIIFERNE
R RI—IUENIN =8, 1ZERERF I RIANREIAISLIR,

#15

New SideWalk Backdoor Targets U.S.-based Computer Retail Business
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5.4 RK¥T#MNTHY Microsoft Exchange ARZ5=8:EZ! ProxyShell Iith

1 HHE: 2021 4 08 A 26 H

: FER: B

s /E&: Waqas

4 FRES: CISA, Cyber Attack, Exchange Server, Microsoft, ProxyShell,
— Vulnerability

s Tl (EREE. EMERBARRS

6 1N 2H%0: microsoft

HRARKEI, £ 1900 PARFI*NT A9 MicrosoftExchange BRS328 E, BRBEwT 140
Z webshell,

ProxyShell JRIRIEHAEMNIKEEFIAE, SERBESIEKAY MSExchange fRSS3E.
ProxyShell fiBITEE 8 Bn&BEIRIRFAIAE, mMmBEEXEEFIA ProxyShell i3
fa=%E1 1A,

541 BFRiwE
542 cve-2021-34473

PiE: https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2021-34473

54.3 cve-2021-34523

giE: https://cve.mitre.org/cgi-bin/cvename.cgi’name=cve-2021-34523
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544 cve-2021-31207

JEEE. https://cve.mitre.org/cgi-bin/cvename.cgi’name=cve-2021-31207
#1E
Unpatched Microsoft Exchange servers hit with ProxyShell attack

5.5 21 ZHIFEAR T-Mobile BEWEHAIREEF

HHER: 2021 & 08 B 26 H
EFh: =
{EZ&: Jonathan Greig

FR%: 21-year-old, T-Mobile, turkey
Tl (EEEH. REFEERARRS W
W NER . twitter, fbi

—REEELTEER 21 SMAFIN, EAMER t-mobile BEREHH=EET,
XRBEW LR 7 iEld 5000 5 AREUREE.

bRt EE 7/ BB RZRIFAVESHRSIRIS 1 t-mobile WEEANIHIEIR, fb—E
BT BRI t-mobile A9, FHIEN T EEMZRHNETHIEAI— 1=
iy, EBBEMEILURZRIZATEIN 100 Z25/R55::,

H8 B 4H, MEETNTHEHHXMH

#1B

21-year-old tells WSJ he was behind massive T-Mobile hack
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5.6 EEHEET 130 HEZHTALFE

 HHB: 2021 2 08 A 26 H
CER 5
s KR ehackingnews

4+ F1&S: Data Breach, Database Leaked, Hackers News

s 17l HEAFIZE

EEEMEILIRLCIR raidforums E&fm 7 — 809GB R, HpEaiad 130 5
BT R RIFEAEYE, XEHRENERRIZG AT oriflame RIIRSS 28R HE
A6

/7B 318/ 8 B 1R, orfame BT —RIINEBK L, SEIZATHIEERFK
REFRBIHE,

oriflame (RIEBFRIRITIKS. BIESHE. BB AZH LN,

#15

Hackers put up for sale the passports of more than 1.3 million Russians

5.7 Cosmos FEE™E= mEaNm T 2L AF118Y Microsoft Azure &
=

i HER: 2021 F 08 B 27 H

cER: B

;s /E& : Ravie Lakshmanan

4 FIES: Cosmos, Microsoft Azure, nosql
s ATl (ERMER. REFIEERARRSS W

6 b2 microsoft, automatic
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=EMEZ 2 NE) wiz #¥FE T azurecosmos HURERBIVMET, BRixREEE

=
o

ZIRIB I azure B ERSNAE R FOEMEFPNSIEEREH TSR
AE,

ZomIEE FIZEL. B AFMIFRPR, #FR9"chaosdb”

ESES

Critical Cosmos Database Flaw Affected Thousands of Microsoft Azure Customers

5.8 ** HEXZEEN **

RRFTRIMNSIENL TIE, 1ReiATERS @l
2. FDONRBRFIAERANLSS, BRARIERIN
3. FF-REhEZEEE
4. RESS RS RSN IRS B TARATFHRFNNT S5
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B HThRZN
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6.1 Razer Synapse jwia: BEREEREN, BIA3XE Windows R4
R

HER: 2021 &£ 08 B 23 H

=S =1

¥R : heimdalsecurity
4 F7&: razer, Windows, Vulnerability
frdl: HhENL

6 1 NEY0: twitter, razer

IRIEF=4ETF razersynapse, razer &M, BERBF. MRS TTENINEIR
B HIERAIARS LR,

XEEHR A BRI EE R R AN R AR BRI,
ZRARBSEIENITENAIE, HIERIREERES Windows10 8% 11 B, razersy-
napse =Bzl FEF LA FIIREIE .

#15

Razer Synapse Vulnerability: with a Simple Mouse Plugging in, Windows System

Privileges Are Achieved

6.2 ** HEXLZEEN **
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