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s Tk (EREH. REMERBARRSL

EIR T —FZHIFER R IEERIR Windows 88, MR Kubernetes £8F,
EERBIRENEH#HITREINNE, FANEEREMESEPEREIIHFER.
Kubernetes sg#JH Google &, BRIH=ER4EITEEES (cloudnativeComput-
ingFoundation) #HF, Kubernetes 2—1MHRERZ, BHREMEENER LEUS
s TIERE. RSN ABRIEE. ¥ RIEHE,
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New Kubernetes malware backdoors clusters via Windows containers
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Ransomware warning: There's been another spike in attacks on schools and uni-

versities
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T2 REARSS (RDP) ARSBFILFHY PoC MBIz, #Ian: CVE-2019-19781 70
CVE-2019-11634, WH R IhfE, Nefilim &5 2 CobaltStrikebeacon, ProcessHacker
(AF&RILmmZe2RE). Mimkatz EiEEEEFIEMTR, ARKERE Nefilim
BRI ERFHFRINIEARS,
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A deep dive into Nefilim, a ransomware group with an eye for $1bn+ revenue com-
panies
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6 ;b N2 2H%0 . ADATA

DEMUFTEBHIREMNFMESISE ADATA IR, —RBIRREKEFBFEERSRE S B
TEB%. ADATA £/ 5t8E DRAM WFRR, NAND (NFRHIEM~m, S15%
sHBCtr. T m. ARG TR S, 2018 F, A EKIT /955 K DRAM
WNEFMEIRIKEEE (SSD) #i&m. ADATA EMNEIKERE, BIEZEINERES
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FRWXSHAENFEEXERSR, hEEERLE.

Computer memory maker ADATA hit by Ragnar Locker ransomware

2.5 #EiiE, FE APT ERFAEHEI]

1 BHER:

> E1 .

2021 & 06 B 09 H

—_
=
=

8 IREEH: g-cert-report@360.cn


https://www.zdnet.com/article/a-deep-dive-into-nefilim-a-double-extortion-ransomware-group/
https://www.zdnet.com/article/a-deep-dive-into-nefilim-a-double-extortion-ransomware-group/
https://www.bleepingcomputer.com/news/security/computer-memory-maker-adata-hit-by-ragnar-locker-ransomware/
mailto:g-cert-report@360.cn

£

A

AN

“\ -
&) 360CERT EEATED)
COMPUTER EMERGENCY READINESS TEAM

http://cert.360.cn

; fE&: Prajeet Nair
4 F5% . Chinese, Southeast Asia
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CheckPoint B9 AR AT T — R EFCHAVFER M ALR IEEHTRYERD, 1248
AT EA=FE—BETUHFISOHEENEFI— D ERET], LEIREIIEEK
RIS &R,

2.5.1 BRiEH

- CVE-2017-11882
#15
Chinese APT Group Reportedly Develops Custom Backdoor
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;s /E& : The Hacker News
4+ F1&: Prometheus , Thanos
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- CVE-2019-7481
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Emerging Ransomware Targets Dozens of Businesses Worldwide
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+ 3% : Edward Don, Qbot

s {7l AEFERNER

Edward Don & Company @AM EmIRZEENEmDERC—, WEEBR.
EIEARFIER, Edward Don & Company ES#$REGRE, SEIZA TR
73 WILE AR LE Y B8

¥I5

Foodservice supplier Edward Don hit by a ransomware attack
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i HHB: 2021 F 06 B 12 H
cERN 3

3 {"E% Lawrence Abrams

+ FR%S: Audi, Volkswagen
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BIBFIARN S FEBHIRITE, 207 330 A5, MENHIESEGSE. AR
SHREFHEIL. EF A IR S8, AREER T, MELEEEXEXE. HE
FEENERNER, WEHBRAS (VIN), @i, S Fp. BmefEfh. 158
WAOHHIHERR. H2REFHLRE S, WA SBUANGRSIRRISHE,
5

Audi, Volkswagen data breach affects 3.3 million customers
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cER: B

;s /E&: Sergiu Gatlan

s FREE: Navistar, SEC

s 17l HhEL

6 N 2H40: Navistar

PEMIF EENEEMERERFIER Navistar EfrAE (Navistarlnternational-
Corporation) &7, 7& 20215 5 B 20 HRUINEZ2H MG, TBESHINKEE

ST HME EIEER. ZABERRAEEIESXSERS (SEC) I—HiIREF
IKEE TR K&, Navistar F=7x, REH IT REEEEIET, BHRIZEFAZEZ
ERENEIE, Z BRI T —RIER, ETRRE 5 BaRENEERM.
E=

US truck and military vehicle maker Navistar discloses data breach
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4 FRES NordLocker, Windows, Cookie
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BRI, 1E 2018 & 2020 FEEid RS HAY AdobePhotoshop M. AR
1 Windows a5 T B1EHE,
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Mysterious Custom Malware Collects Billions of Stolen Data Points

34 EENEFEELFHFEGIERD

HHB: 2021 & 06 A 10 H
£ 5
{E&: Sergiu Gatlan

FRZ: EA, BleepingComputer

Tl SRR, REFEEHRARIRSS

B2 NETHPKELEZE (ElectronicArts, EA) RIML, BFRESEN T AL 750gb A9
HiE, SIEPRRCBNEL IR, EA fTA%Z BleepingComputer B9—{n EBRHILE
ST IX—HIRMEES M, WEEFMRAILALE EA BIFTERRSS .:.lﬁtﬁ_%j]%ﬂi i
%A% 2800 BETHER, MiIRERE FAE EA IRSHI8E

B2

Hackers breach gaming giant Electronic Arts, steal game source code

3 5 géﬂ%)ﬂ&kl{mlu *&}E/TELER
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4 Fr& . McDonald's, XSS
s 47l AEFEFNER

SIREARIREEPEESS (McDonald's) K5 7 —REIEMESM, BEANRT
ZHHFES, P REXE. HEMNSEIIMENRTIAES. FAEREmik
FEED, EIFTXRE 100 ZPMEZAY 39000 20t A U ZMERERS, B
RVAEEEMEL 14000 RET,

#15

McDonald's discloses data breach after theft of customer, employee info
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1. K@ iR wREREERE

2. GIERREIRSS RIR AT SRR

3. PR EEEAIEAR

4. RESaEFpRI Nt EBURETE
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JUAN ANDRES GUERRERO-SAADE

BUFHR. HREMTRER

sentinelone 3t AR AILFI B Mail-O" B4 X EH S EEA Fi L2 B E MBI

M REREHIREEFEURTELRR: TA428,

"ThunderCats”, FXJIHHT T IBIZS ST,

4.1.1

Hash

10C

sentinelone B EH EZITE A

- 6038814c80e9910ab22f39717e8b296910bff08cd0f25f78d5bfflae0dce5d7

- b7c1ec9484c4c2dcd01f861eecaa3b915¢c3e3312e

- d58b95f8413f784552d7fdadbb621243
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Sergiu Gatlan
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s A7l BUSHLR. HSREFT AR

PRI A SSapfitt=E25ad (MITES) REMMEFIME IR, HREFFIE
SRIEBER, MITES BEIMEK LG, ERHTRERS. MITES IR A=

13 "SI R ESEIZE) T MBI ERIENN, TESHERZEFORRAEIEA

RIEAHESH, HELLt, RRIKEER. "

#15

Spain’s Ministry of Labor and Social Economy hit by cyberattack

4.3 ** ERZEEN

FPRFTRIMNZENR TIE, ZEalAINES DM
2. IR DA ESERIAAERA S5, BRI TRAOXG
3. M9Fr- B EERE
4. RASY R G R Z N RSB THRAFHRANN T E3h
5. BIENLSRE. HMEEFim, von, ImRERESFERNRTCANERER, NMEREHE
BRHFTARAN
6. TERFR T LEIH)

5 HesH

5.1 —IRAHRERT CDN P&(EAER D EERMARSS B Lk
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3 {’E% Danny Palmer
+ ¥R%: CDN, Outage
s {7l B TS

2021 6 H 8 H, BEAM_ERIAERD Wub#EBTTAmie). BiE (BR). (2REIH). (4
£9094R) 1 ZDNet FEMAIEIRLEMRYD, LAK Reddit. Twitch, IF5ih, PayPal izt
EBFMG gov.UK FEMRIMUEEIR SR mREe, Ih0XEMubpTihaESIRE—
FERAS "HR 503 IRSARA. XNIRAES = FaMAEIMWE (CON)
RIBRE XK.

#15

A massive outage just took large sections of the internet offline

5.2 B3&xMT Android RCE <88R

i HER: 2021 & 06 B 08 H

cER S

3 {’E% Tara Seals

+ ¥5&: Google, Android, Pixel

s Tl ERMER. EMEREARRSS
6 1w IR google

BIEHN TR ENB =D LR EFIURMERZTRY 90 21 22RKE, EPefiE—
BRI UBNTRR, ZREP LGB W EZZIEERY Android Balikes.
ZimiE (CVE-2021-0507) FfEF Android B ERSNRESE M+, AJseFIRiElE
Z e RS HIRE RS TOAER) L X HITIERRS,
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- CVE-2021-0512

- CVE-2021-0608
- CVE-2020-14305
- CVE-2021-0521

- CVE-2020-1971

- CVE-2021-0508
- CVE-2021-0565
- CVE-2021-0571

- CVE-2021-0516

- CVE-2021-0557
- CVE-2021-0511

- CVE-2021-0520
- CVE-2021-0607
- CVE-2021-0555
- CVE-2021-0510

- CVE-2021-0507
- CVE-2021-0509
#15

Google Patches Critical Android RCE Bug

5.3 JBS FIAZ(TT 1100 AeroiilEs

+ HEB: 2021 & 06 B 10 H
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s FRES: USA, JBS
5 ﬁﬂk- HihE

ERGEANAEREF B Z— JBSFoods HENETE, ARERHHEZT 1100 S5E7ThHY
e, DIBBRSECRANIL, EEFINZEAUSSFRHIEIZRTERIER, Z AT
—MERR, XOXEEZRREZSNER T TUWATHNE =S NELE2LTHKIDE
JEEERY, BRORERSKEERATEATTNAITR, FiHREIIERITE,

#15

Ransomware

54 Avaddon FIRRHEILEEHATHEFZEE

i HER: 2021 & 06 B 11 H
cER: B

;s /& : Lawrence Abrams
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