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BEFSEAMDR ISR JRINEZEXM, 360 REFRRSFSERITEIEERS
HRRSRICKE, METESRRSHRREE, TIETREENR AR I, #
BHEE LESHISREZHAEI., BRBESETWA N NGRS TEBSE
T, BEMEEEA, 360 ZE XN RFESHT T 2L M RESHE,
NEZHIAFRME 360 REERS.

2021 F 7 B, £EFBRYERE REES R EB BlackMatter, Grief, AvosLocker,
nohope. GoodMorning. MiniWorld, Fancyleaks, LegionLocker, LockBit2.0 Z#j
K, ABEET Linux 4SS HelloKitty TEXFZe2E VMWare ESXI HIRRSS 22 At
K.

Itbh, AP &I DarkSide ZRIEE AN BlackMatter, 1 DoppelPaymer &
Grief, AvosLocker RJgER] Avaddon 2E—#tANIzE, MERNEHTRESTHENE
ERRY— P &Ik LockBit2.0,
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2 REAREHESM

FNABSRFEXZEEMTHRBESHKIEHITRIT, Stop RIESEL 24.11% BE
17, EORZEE 14.23% 9 phobos, Makop Fi&LL 10.28% (UEE=,

N8 Globelmposter FRIELVRFWARERI=, BENABBIEREFMEHITE
%09 YourData LARETIIREEZ R EH TUEERY echORaix #HZRIAEBRAHI LK,

PDEEOHEES

| 2021557 B RE RIS EMFRBHRIE AL

Lockbit
2.77%.

Crysis
2T =

Sodinokibi_
3.56%

5.14%

echORaix_
5.53%

HIEER: 360RHTERSE

NARBSEEZERIRIERFZHITHIT, LEBI=A=Z: Windows 10, Windows
7 LK Windows Server 2008,
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Windows Server 2008
9.91%

HIRXRE: 360RMERS

2021 F 7 BERRNES P RERFNRSHZSFANETR, SUEHRFZEE
UKREFaNE, SERBERAR. AR NAS IRENKEFMHEARZ,
SHEAWAMR LK, ENZEFEBURMESREEROCHNERE, FEMAY NAS
IR NEEAE, WIANRZAIXT HBS SR AMRIEHITHER,

DDE0OHESS

| 2021557 B R =R SRR R F B ALY

HIERIE: 360REREE
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3 FERBEIERBES

3.1 Kaseya & REvil NI, 100 ANREFEHEINZE, WIKkESH
=21 7000 FETHES

REVil BhZRFAKIERS MR M EE Wik &7 7 —UEBR: "Eh (2021.07.02) FAiIx MSP
REEAR TIE, 83 100 BPMESWER. IREHONEENEBERRER—
FHANBINHER 7000 HETTHY BTC, BRI LATFAMBERBEMBEZEENN
1, AEBITRFEEE—NITRERIRE, WRENIRRZZRARB—BFRZ
EE RGBT readme SRS TR,

KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attack on MSP providers. More than a million systems were infected. If anyone wants to
negotiate about universal decryptor - our price is 70 000 000% in BTC and we will publish publicly decryptor that decrypts files of
all victims, so everyone will be able to recover from attack in less than an hour. If you are interested in such deal - contact us using
victims "readme” file instructions.

RSS Feed

PRIBRMARZ VIR, REvl AN ARREMNZEERE T ARESE: £HX MSP(E
IEIRSRMRE) REvil RE 500 HZE7T, MAEEFUERZE 4 53 4.5 HETFAE
&, WAHEHEM T2 MEERSERE—TZEEF. EPnisEiiEm
Coop HIREMHSEUER RS, #WBXHF7T 500 RKE/E,

XSRS HEES, REvil RIA Kaseya VSA RSB esFRIRERINOREEEZF R
ZiRRY VSA 1258, AEBIIRERREENMEEEN TIFELIINEME, ek
BYEEHIIZEE P, 1ZmEHIERRRE, Kaseya EEBHEHBRART, B
FERRIEEMW REvil E—2FAT . RBERHNMUBRORERERREERA
—X, ERtEehE T ZRERE S MEAICR.
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KD ZEEYELOREEY((EE—E 7 BTPENNERESEE QZEZ ),
m 7 Bk, Kaseya NREENE =S FHIRNE T ERMETE, aJLABIR=
WES AR &t TR 4,

3.2 EFNEEHRAY LockBit 2.0 ABREIEER

7 BHa, EIEX 61 B LockBit EEHIRIEEM G & MH—FHNBEE M EMMRA
7 2.0, EFHS|I NEENRZKEEVREINE & RAVEIRG, FHRET 2.0
IRZARFOEAD 34 D EIRIERINEREXT BFE, BRNAAEHGEEZRHES
A'DESITET" BRI, W& Bz 8. EESXHRPNXH, (FESFRE]
£ 20 oA 5 100GB iz, FEZRIAIBIMRAS, ZFEHIEUEFAE TE=
HxE MegaSync, MESHE 6 B#pEY, RagnarLocker $1ZRFRAZ R MegaSync
KAFROZEELNE, NI MegaSync RIRMERA, MR T ZBEEKF
FFEGHE T HEERIAIINER, PRLUBMEIERBEFTIXPMRE, Lockbit 2.0 185 7 — 15
HEIRI SRR R,
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Encryption speed comparative table for some ransomware - 18.07.2021 (added Avos & Hive)
PC for testing: Windows Server 2016 x64\ 8 core Xeon E5-2680@2 40GHz | 16 GB RAM\ SSD

Name of the
ransomware

LOCKBIT 2.0

LOCKEIT
Cuba
Babuk
Sodinokibi
Ragnar
NetWalker
MAKOP
RansomEXX
Pysa
Avaddon
Thanos
Ranzy
PwndLocker
Sekhmet
Sun Crypt
REvil
Conti
Hive
Ryuk
Zeppelin
DarkSide
DarkSide
Nephilim
DearCry
MountLocker
Nemty
Medusalocker
Phoenix
Hades
DarkSide
Babuk
REvil
BlackKingdom
Avos

EIR N TR IR TEFE)

Date of a sample

5 Jun, 2021

14 Feb, 2021
8 Mar, 2020
20 Apr, 2021
4 Jul, 2019
11 Feb, 2020
19 Oct, 2020
27 Oct, 2020
14 Dec,2020
8 Apr, 2021
9 Jun, 2020
23 Mar, 2021
20 Dec, 2020
4 Mar, 2020
30 Mar, 2020
26 Jan, 2021
8 Apr, 2021
22 Dec, 2020
17 Jul, 2021
21 Mar, 2021
8 Mar, 2021
1 May, 2021
16 Jan, 2021
31 Aug, 2020
13 Mar, 2021
20 Nov, 2020
3 Mar, 2021
24 Apr, 2020
29 Mar, 2021
29 Mar, 2021
18 Dec, 2020
4 Jan, 2021
T Apr, 2021
23 Mar, 2021
18 Jul, 2021

Speed in
megabytes
per second

373 MBis

266 MBIs
185 MBIs
166 MB/s
151 MBIis
151 MB/s
151 MB/s
138 MB/s
138 MB/s
128 MB/s
119 MB/s
119 MB/s
111 MB/s
104 MB/s
104 MBIs
104MBIs
98 MBis
98 MB/s
92 MBIs
92 MB/s
92 MBIs
83 MBIs
79 MB/s
75 MBIs
64 MBIs
64 MB/s
57 MBIs
53 MBis
52 MBis
47 MBIs
45 MB/s
45 MBis
37 MBis
32 MBIs
29 MBIs

Time spent for Time spent for
encryption encryption
of 100 GB of 10 TB

4Mm 288 TH 26M 408

6M16S  10H 26M 408
am 15H
1o0m 16H 40M
1M 18H 20M
1M 18H 20M
1M 18H 20M
12m 20H
12m 20H
13M 21H 40M
14M 23H 20M
14M 23H 20M
15M 1D1H
16M 1D 2H 40M
16M 1D 2H 40Mm
16M 1D 2H 40M
1M 1D 4H 20M
1™ 1D 4H 20M
18M 1D 6H
18M 1D 6H
18M 1D 6H
20m 1D 9H 20M
21M 1D 11H
2m 1D 12H 40M
26M 1D 19H 20M
26M 1D 18H 20M
29M 2D OH 20M
31m 2D 3H 40M
32m 2D 5H 20M
35M 2D 10H 20M
3m 2D 13H 40M
3™ 2D 13H 40M
45M 3D3H
52M 3D 14H 40M
59M 4D 2H

Self spread

Yes

Yes

&8 Active Directory tHERREB=DINZE Windows 1,

Size sample in KB

855

146
1130
79
253
40
902
115
156
500
1054
91
138
17

1422
121
186
808
274
813

30
59

1292
200
124

1930
1909
17
3
121
12460
402

hiREl, WRHIEFTRAEE BERERET],

The number of the
encrypted files (All file
in a system 257472)

109964

110029
110468
109969
95490
110651
109892
111002
109700
108430
109952
81081
109918
109842
random extension
random extension
109789
110220
81797
110784
109963
100549
100171
110404
104547
110367
110012
109615
110026
110026
114741
110760
109790
random extension
79486

EZIEXINLS G
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CONDITIONS

0l PARTNERS

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (IYO), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
is realized on all devices of the domain network in case of administrator rights on the domain controller.

Brief feature set:
= administrator panel in Tor system;
= communication with the company via Tor, chat room with PUSH notifications;
= gutomatic test decryption;
= automatic decryptor detection;
= port scanner in local subnetworks, can detect all DFS, SMB, WebDav shares;
= automatic distribution in the domain network at run-time without the necessity of scripts;
= termination of interfering services and processes;
= blocking of process launching that can destroy the encryption process;
= setting of file rights and removal of blocking attributes;
= removal of shadow copies;
= creation of hidden partitions, drag and drop files and folders;
+ clearing of logs and self-clearing;
+ windowed or hidden operating mode;
+ launch of computers switched off via Wake-on-Lan;
+ print-out of requirements on network printers;
= available for all versions of Windows OS;

Zli}ﬂi’&“%ﬂ]??Eﬂ#%ﬁ%&ﬁi?ﬂ%ﬁﬂ%%%ﬂﬁﬂ?%%%Eﬁz—o #IEHRINIEES

e/ BRNHIEERIZFIERRIGE, ZREERS—KBIEERT 12 M EER

AV/ABRZER, EHU&*&ZTE,&ERHJ:&F”’ 40 BZEEBER, HLHENEE 22 &
REBOZHRNEANCT T Ex,

3.3 EEEFPMZED YourData 8RB ESRZE

TH 360 ?E/z\jcﬁm'ﬁ} %l YourData /KBS RAETEFP NEHTER 1%
B WA B E#E 1T WannaRen LAK: CryptoJoker Eﬂ?ﬁ%%ﬁﬂ 12 3R bR X
FRYE Hakbit\ Thanos ==k, mBHITF 209 F£ 11 B, BFE 2021 F£ 1 Bhgz
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g, ERRDEIMEZRKERZMHILEHZRG, 2021 F 1 B EER B INZRE
N, BTFRHERERE—EE5, EEEREEINERREIAIEE Y your-
data@RecoveryGroup.at, ##aps./9 YourData,

2R S ETIEN T

- 2021 1 BfpHte, EMAREERFHERARIKRICERE O HITER,
F ARSI RIS RS,

- 2021 F 4 BfpFta, RINZREARETXIMERIHITIRE R, ERTEXE
BRABIFENFHRIEANEER, BandWINEN G, EERASEDRETIEREC
LHTIEE,

- 2021 7 BfpFtia, RMzxEH B EREFMEHTERE, TEEHTHE,
(B2 EREFNIRERTT.

FHTEIMEIERY, 125G EEAHIF RS R P MG L TR DI, 14E
NZEEFRET PRI, AJAREHTRNEE. REEAZEE 24 /\ETRIRTE,
ENBEAE 24 /NITASZAT 0.7BTC RO, MRESUAFRFRZR AR 20%.

Send
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LR H BES/EF MRV RRS EARSRERES, R IHEE
=1

What -Happen - to-my - computer?

Your- important-files-are-encrypted. -Many-of - your -documents, - photos, - passwords, -databases -and-other -files
but-do-not-waste-your-time. -Nobody - can-recover-your-files without -our-decryption-KEY- (if -somebody will-te|
directly).

! 1 ITHE - DATARECOVERY - COMPANIES - JUST - WANT - YOUR - MONEY! ! !
! IDATA - RECOVERY - COMPANIES -WILL -ONLY - INCREASE - THE -DECRYPTION - TIME! !

Can-i-Recover-My-Files?
Sure. -We-guarantee-that-you-can-recover-all-your files-safely-and-easily-But-You-have-not-so-enough-time
before-encryption.

Send-e-mail-to-this-address: -yourdatack@tutanota.com
You-have-to-pay-for-decryption-in-Bitcoins.
ATTENTION

Do-not - rename -encrypted-files.

Do-not-try-to-decrypt-your-data-using-third-party-software, -it-may-cause-permanent-data-loss.
Decryption-of -your-files -with-the-help-of-third-parties-may-cause-increased-price- (they-add-their:fee-to

If-you-want-to-try-datarecovery-company-just-ask-for-testfile.They-have-to-give-it-for-you-if-they-can-do

They-will-not.

Key - Identifier:

3.4 DoppelPaymer #hZ=ix{4EfZ N Grief H1EF

£ DarkSide ZHE=EEZEAKIMEEBIZE R —HI Colonial Pipeline f5, Doppel-
Paymer RO/EENFHIA MR, 5 BAESREEENIRBEFTEXEEHE, THE
I DoppelPaymer i#1TaRIEELEEfS, Fani A Grief(XMY Pay), MEBRZEIUZ
Kb

1. mEEEAEERINE L.

1. 18RS &ZRE (Dridex EF ML),

1. SEMBMLAIRES, XAEERINIEEX (RSA2048 A1 AES-256),

1. (ERRRBAREIERIFSAI (GDPR) fFAZES, ROMIIZEEPREEIENME
@& ERALST,

1. #EI R = _FRIRELETERAYEGIERDEE

ZHRIGERFAIEERM 2021 F 6 HFHZE‘E’\J, (BRIRREIRIE AR gmiERT B 5 B 17
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H. BENZREESESIGZEF XMR EHEEH, RAEUEHREAEERAT
BRI, BRICHIMZEE, Hoh Clover Park SRERBME 35 HZETTHI XMR,

3.5 DarkSide 435 BlackMatter BESEER, BirEESTTHE 112
Eoiel

ft DarkSide ZHEEEHGARMKEBIZERZ—H Colonial Pipeline FAA, &
FIETHRENEMZIE, FEFEIX, 7 BAI—FE#RWHE BlackMatter(H
DarkSide Eap&M=R) FHIATEMEZILTRICIZFHIAR SN SHRESEEE, FER
BRSIAA REvil 70 DarkSide HIRIEINAE,

ZBAKERGEZEERERN, AN B I 5 & BRE LR L& 175 (DA BR A& HT
HEIERK L. ZHREBEMEZILFCIZAMBEINR, EEXZEREBLRFET 112
2570, MEARFTE 500-15000 BiREAIAE.
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BlackMatter Posted July 21

byte
° We are looking for corporate networks of the following countries:
« USA.
« THAT.
« TO.
« GB.
Seller
All areas except:
1 post
AAAA j"i[”ed - Medicine.
Activity « State institutions.
Apyroe ther
Deposit
4,000000 B Requirements:

« Zoom Revenue oT 100kk+.
» 500 - 15,000 hosts.
« We do not take networks with which someone has already tried to work.

2 options for work:
« We buy: From 3 to 100k.

+ We take it to work (discussed individually).

Scheme of work:
Selecting a work option -> Access transfer -> Checking -> We take it or not (in case of discrepancy).

Deposit: 120k.

First contact of the PM. We are looking first of all for stable and adequate suppliers.

ZEFRRBAEIFE Windows _EIa1T, ST Linux A EXSI RS #8 LizfT. B
BIBEMZEEBWRIE, FHEBEEEM BlackMatter 3213 400 H3ETohIEE, M
HEIRHEMNUAMINEESE, SFIEEMARBEIA ™ML, FRESUAT WA
=ihin, EHeENRE TR

- B T

- REEAMIRNE (FBuh. &I KGIEIRNE)

- BHEFRAS T (BE. i)

- BN RE

- BUFERI)
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We do not attack:

& Critical infrastructure facilities (nuclear power plants, power plants, water treatment
facilities).
Oil and gas industry (pipelines, oil refineries).
Defense industry.
Non-profit companies.

ernment sector.

If your company is on that list you can ask us for free decryption.

About us

We are a team that unites people according to one common interest
We provide the best service for our clients and partners compared to our competitors.

and transparency in our dealings with our victims.

We never attack the company twice and always fulfill our o tions.

We invite the rec

14 RESH g-cert-report@360.cn
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4 FEBEEEIKE
LA A B BEREIREEHFEER
k3n3dy@xmpp.cz GoodMorning9@cock.li | ustedesfil@safeswiss.com
raincry@dr.com johnlo@techmail.info | willettamoffat@yahoo.com
keepcry@mail.con recupes@tutanota.com | GooodMorning@tutanota.com
recofile@mail.ee tedydecrypt@elude.in | JessMalibu@protonmail.com
Zeusl@msgsafe.io helpguarantee@aol.com | yourdata@RecoveryGroup.at
3292987166@qg.com | mrreturn@ctemplar.com | cryptodancer@onionmail.prg
dragon520@mail.me | slamhelp123@gmail.com | devos support@pressmail.ch
Handi@firemail.cc AsupQue@protonmail.comfushenkingdee@tutanota.com
kingkong2@tuta.io diniaminius@winrof.com | GooodMorning1@tutanota.com

15
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k3n3dy@xmpp.cz GoodMorning9@cock.li | ustedesfil@safeswiss.com
Naver@firemail.cc recofile@mailfence.com | Forexexchane@protonmajl.com
norahghng@gmx.com | chickenfried@keemail.me| Goood.Morning@mailfence.com
chaziz@firemail.cc decryptionwhy@india.com protoshak140@protonmail.com
ecodingl41@tuta.io irrelevantly@aliyun.com | Goood.MorningT@mailfence.com
greenoffer@aol.com justiceinfo@disroot.org | martingarrix@nonpartisan.com
datos@onionmail.org soterissylla@wyseil.com | nohopeproject@protonmail.com
desmcmorran@aol.com | yourdataok@tutanota.com troublemaker113@tutanota.com
greenofferl@aol.com | greenofferi@tutanota.com troublemaker113@mailfence.com
nomanscrypt@tuta.io | kabayaboo@protonmail.cotrob marley1991@libertymail.net
AsupQue@tutanota.com | managerhelper@airmail.c¢ slamransomwareasistance(@gmail.com

16
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=51, BINEHRREVRANBRBS IRk, $RBSITHRIEIETE
RIXPR kiR, LA AR B R ERN NSRS IR AL, 18R
REEH AN E BRSNS D (RSB —RI BB R e Rl
APSERBMPRN, ETTXEDEE).

DOE0OHESE

| 2021557 BB EUE t EESAF VBN 2™ S IR St

HIERIR: @darktracer_int (Twitter)

IR BHENEM RS FIERERIE WA, BRI ETEFE BN
s ABIBE—REEE, MTFEIECHILEES, RENGEE,

dimeo Geneva, Ohio Arabian Cargo Group
imasa Stevens & Lee Breydons Solicitors
cegos Talbert House Pesquera Exalmar SAA
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dimeo

Geneva, Ohio

Arabian Cargo Group

KASEYA

Paxton Access

ensingerplastics.com

Walsin

Paxton Access

Dragon Capital Group

Alcedo

aris-services

cecengenharia.com.br

Bamford

cometgroup.be

Commune De Villepinte

ALBIOMA

kennen.com.ar

Heller Injury Lawyers

CHADDAD

betonlucko.hr

swiftlogistics.com.my

Beckley

anderscpa.com

Virginia Defense Force

habasit

Techni+Contact

Belperio Clark Lawyers

matchmg

Siro-group.com

europeanaccounting.net

Gulf Ol

The Wild Rabbit

creditoycaucion.com.ar

18
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dimeo Geneva, Ohio Arabian Cargo Group
Hx5, LLC Mambrino S.A.C. sahintoptangida.com.tr
DiaSorin Gateway College classicalmusicindy.org
keltbray INSERM-TRANSFER Sierra Air Conditioning
friedrich grupodismar.com kuk.de / KREBS + KIEFER
PCM Group fo** Florida Sugar Cane
League
BHoldings vincents.com.au Walter's Automotive
Group
Cinépolis SAC Wireless Inc Elm3 Financial Group,
LLC
Actiontec Sandhills Center Nottingham City
Transport
infovista Home in Brussels Haftpflichtkasse
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