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3 ImiEFE

BT E A BESEMMZRARAZET Coherence IRFIY, F2% diffWeblogick
ilterConfig , AMBLEFFIE—™ coherence & com.tangosol.internal.util.SimpleBi

naryEntry,
o 121.3.0.0,
. Coherence Un- . . 12.213.0,
CVE-2021-2135 WebLogic Container T3, llOP Yes 9.8 Network Low None None changed High High High 122140,
Server 141100

tXmREET CVE-2020-14756 RS, RAKBBKAEH T IXRFY!
%, B Weblogic B jep290 BIEZ RS, £ SimpleBinaryEntry BBfFfE getK
ey/getValue %, XA EENEART ExternalizableHelper.fromBinary F5i%,

getKey( ) {

= ExternalizableHelper.fromBinary( C .getContextSerializer())

£ fromBinary Fi2EBXIBARAT deserializelnternal , EIZSRESIE ReadBuffer 25
BIRYEI NmaL A Bufferinput 2884, & readObjectinternal J5i%,

deserializeInternal(Serializer serializer, ReadBuffer buf, Function<BufferInput, BufferInput> supplierBufferIn, Class<T> clazz) I0Exception {

et(), cb).getBufferInput()
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¥, AR readExternalizablelite 757%,

readExternalizablelLite(in, loader)

£ CVE-2020-14756 &1, Sz &7 7IEE,

EEMFIESE, REMNTTAIEEIE ObjectinputStream , BBASEIEA checkObjec
tinputFilter F37%, M checkObjectinputFilter FEMRSCINELSLRE 28T jep290 ARG,

checkObjectInputFilter(Class<?> clz, ObjectInputStream ois) ﬂ

Object filter = HANDLE_GET_FILTER == ? : HANDLE_GET_FILTER. invoke(ois)
(filter == ) {

}

ExternalizableHelper.DynamicFilterInfo dynamic = (ExternalizableHelper.DynamicFilterInfo)s_tloHandler.get()
dynamic.setClass(clz)

Object oFilterInfo = dynamic.getFilterInfo()

Enum status = HANDLE_CHECKINPUT.invoke(filter, oFilterInfo)

dynamic.setClass((Class) )
status != && !status.name().equals( )
(IllegalAccessException | InvocationTargetException | ClassNotFoundException var6) {
err( )
err(var6)
(Throwable var7) {
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B, JFMed Bufferlnput M TR IR, @A=IEAE checkObjec
tinputFilter 7372089, FR51d 7 2RI T,

3.1 POC #agi&

SimpleBinaryEntry B9 getkey BB BEER toString FZAREIT 7 ER,

String toString() {

.getValue() +

ABFRERINEMA toString 737k, BFTIaFEEIRYE BadAttributeValueExpExce
ption , BERFIMRIRHERMSEAMSRAY toString 73i%, NIXEMEBE, £
BRI serializer deserialize 7 X RIEHIETHE, serializer 2REBMRE
IREE, SimpleBinaryEntry BEB— setContextSerializer 7%, SE2BMHEEER,

r serializer, ReadBuffer buf, Function<BufferInput, BufferInput> supplierBufferIn, Class: clazz)

readbjectInternal(in, nType, ((ClassLoaderAware zer).getContextClassLoader( ) )

serializer FIMR{ETE ExternalizableHelper#readExternalizableLite
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I0Exception {

{
PofInputStream)in).readObject()

nput)in)
WrapperDataInputStream ? (WrapperDataInputStream)in :

ss, loader, inWrapper == ? : inWrapper.getClassLoader( )).newInst

in, loader)

rializer(ensureSerializer(loader))

FRLA, MEEESEMEES ExternalizableHelper#readExternalizableLite , XEBX
FE value 7 SimpleBinaryEntry FiBEIRE serializer , & T IREAMENNE, 0
String FiE&BEETE com.sun.org.apache.xpath.internal.objects XString EERY equal
s REEA,

equals(Object obj2)

== obj2)

(obj2 XNodeSet )
obj2.equals( )
{obj2 XNumber )
obj2.equals( )

str( }.equals(obj2.toString(})

mExternalizableHelper#readMap FAEIEABT map.put , ERFIMCAIRIZED
R put %, £ map.put IERSA key BY equals I5ARVEA, MiXERY o
Key 1 oVal #B2AT LABI FIIWHITIEHIRY, RFEE okey & XString ZEELBRAL,
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readMap(DataInput in, Map map, ClassLoader loader) I0Exception {
cEntries

putStream)in
(inPof.nextIndex(), map)

cEntries = in.readInt()

+i) {
in, loader)
in, loader)

Object
Object

cEntries

BEAEEZEE— R readMap B9, com.tangosol.util. processor.ConditionalP
utAll B9 readExternal BiEFNIGFHFE readMap AYIER,

readExternal (Datalnput in) I0Exception {
= (Filter)ExternalizableHelper.readObject(in)
Hau map = = LiteMap()

Externalizable H lper.readMap(in, map, (ClassLoader)

}

ENEERBIEM 1, BEXNDEHARE Externalizable B9F2E, FRIAERFYMLAY
AR, %%Eﬁﬁﬁﬁﬁ;ﬂ readExternal J37%, PRLARRHREZHB I T ANAXKEENE
FRfBRY readExternal , XEFERILASE CVE-2020-14756 T, A3 com.tangosol.
coherence.servlet AttributeHolder ;@GN RZEE,

STEATERRNT
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extract:95, MvelExtractor fcom. fangosol coference rest.util extracior)

main:B9, cve_2021_2135

3.2 imiEIERE

PatchlD:32124456
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Coherence 12.2.1.4.7|Fatch 32124456 I:r later CVE-2020-14756
Oracle WebLogic Server and Coherence

Oracle Fusion Middleware Infrastructure
(WebLogic Server for FMW)

3.3 ImREE

F—MEENSKIBREXTERZE, AT SimpleBinaryEntry 28, B2 MEESH
RNREERMAIMTT, IIANTBERZEIG, IniFaEREEsEFRETIAE
8, 17T R, BXKEHENIESRE, B log Bk I
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java.io. InvalidClassExceptiu Expected type of [ , weblogic.rmi.spi.ServiceContext, weblogic.rjvm.ClassTableEntry

weblogic.rjvm.JVMID, weblogic.security.acl.internal.AuthenticatedUser, weblog rmi.extensions.server.RuntimeMethodDescriptor

weblogic.utils.io.Immutable] but actual type was com.tangosol.coherence.servlet.AttributeHolder
weblogic.utils.io.FilteringObjectInputStream.validateReturnType(FilteringObjectInputStream.java:172)
weblogic.utils.io.FilteringObjectInputStream.resolveClass(FilteringObjectInputStream.java:66)
weblogic.rjvm.InboundMsgAbbrev$ServerChannelInputStream.resolveClass(InboundMsgAbbrev.jav
java.io.ObjectInputStream.readNonProxyDesc(ObjectInputStream.java:1922)
java.io.ObjectInputStream.readClassDesc(ObjectInputStream.jav: 805)
java.io.ObjectInputStream.readOrdinaryObject(ObjectInputStream.java:2096)
java.io.ObjectInputStream.readObject@(ObjectInputStream.java:1624)
java.io.ObjectInputStream.readObject(ObjectInputStream.jav 64)
java.io.ObjectInputStream.readObject(ObjectInputStream.jav 22)
weblogic.utils.io.FilteringObjectInputStream.readObjectValidated(FilteringObjectInputStream.java:128)
weblogic.rjvm.InboundMsgAbbrev.readObject(InboundMsgAbbrev
weblogic.rjvm.InboundMsgAbbrev.read(InboundMsgAbbrev.java:55)
weblogic.rjvm.MsgAbbrevJVMConnection.readMsgAbbrevs (MsgAbbrevJVMConnection.java:335)
weblogic.rjvm.MsgAbbrevInputStream.init(MsgAbbrevInputStream.java:233)
weblogic.rjvm.MsgAbbrevJVMConnection.dispatch(MsgAbbrevJVMConnection.java:569)
weblogic.rjvm.t3.MuxableSocketT3.dispatch(MuxableSocketT3.java:666)
weblogic.socket.BaseAbstractMuxableSocket.dispatch(BaseAbstractMuxableSocket.java:397)
weblogic.socket.SocketMuxer.readReadySocketOnce (SocketMuxer.java:993)
weblogic.socket.SocketMuxer.readReadySocket (SocketMuxer.java:929)
weblogic.socket.NIOSocketMuxer.process (NIOSocketMuxer.java:599)
weblogic.socket.NIOSocketMuxer.processSockets(NIOSocketMuxer.java:563)
weblogic.socket.SocketReaderRequest.run(SocketReaderRequest.java:30)
weblogic.socket.SocketReaderRequest.execute (SocketReaderRequest.java:43)
weblogic.kernel.ExecuteThread.execute(ExecuteThread.java:147)
weblogic.kernel.ExecuteThread.run(ExecuteThread.java:119)

FE2FATEE weblogic.rjvm.InboundMsgAbbrev , FiE7T— 1 ABEFE,

1 private static final Class[] ABBREV_CLASSES = new Class[]{String.class,
— ServiceContext.class, ClassTableEntry.class, JVMID.class,
— AuthenticatedUser.class, RuntimeMethodDescriptor.class,

— Immutable.class};

EInboundMsgAbbrevE Ry readObject FIEEBHBEIENT readObjectValidated
ik
Object readDb]ect 1Jghbbrﬂw1nput?trﬂam in) I0Exception, ClassNotFoundException {

ServerChannelInputStream(in)).readObjectValidated(

adASCII( )

StreamCorruptedExceptio

SR8 expectedType , BPEAZE List,
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I0Exception, ClassNotFoundException {
Object var2
{
= returnTypes
.readUbject( )

3 BENFIREET G, MG E ObjectlmputStream , FEEAAE ServerCh
annellnputStream EEH resolveClass BIATHE, o TRZEE,

Class resolveClass(ObjectStreamClas: ClassNotFoundException, IOException {

descriptor.get:
VersionUID() + + descriptor.getSerialVersionUID( })

NBARERZRE, RESFAM superresolveClass , XMHMESIFA validateReturnT
ype F3ik,

ClassNotFoundException, IOException {

XE, #HTTAZERN, MexpectedType BUE, REAEARZEERIFER, B
AR =EEIRE,
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. ++i) {
[1i].1sAssignableFrom(returnType)) {

InvalidCla

A
InvalidCla ton( . ) + returnTy
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Oracle Critical Patch Update Advisory - April 2021
How Did | Find Weblogic T3 RCE
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