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2R E-FEE X

SRUFSed 1 3.13%

= XML round-trip : 3.13%

— PEUEBIAIGE : 3.13%

y - SZIEEIRR : 3.13%

B SRMR : 3.13%

- CESIEAN : 3.13%

|- S EE: 3.13%

- FHHE : 3.12%
—IRSSRERIE RIS : 3.12%
—MHHES : 3.12%

XMLAMNEBSCAREN - 6.25%

—S{HEEN 1 9.37%

KEBHAT : 28.12%

w7 15.62%
FURT : 9.37%

KB RERR

e Exchange Server

e Pulse Connect

e Chrome

e Win32k

e GitLab

e Homebrew cask

e VMWare Carbon Black Cloud Workload
e Oracle Weblogic Server

e Apache OFBiz

e Cisco Unified

e Cisco SD-WAN vManage

e |[BM WebSphere Application Server

AIVHAETIR
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Review Of Vulnerabilities

Exchange ServerZ MR RInESH THITRF iF45: 9.8
360CERT % 2 Exchange Server R B4 EIRHE, XLRKIAY% S ICVE-2021-28480. CVE-2021-
28481, CVE-2021-28482. CVE-2021-28483, WHEMAXLRIA, AlgdExchangeS M KIE, HET
TEAFRE, BIRHAEISSHITHME. AN, XERKEZEREN, PTUBEAMBEXChangeiks
gREEAY B, 1B KAFPSHRIRER,

CVE-2021-22893: Pluse Connectizi2XiBH TR 5. 10
Pulse Connectimi2 LA TR IABICVELR S A CVE-2021-22893, Pulse ConnectE 1\ 2k =M EERIVPN
R4, E T ZRIMER. Pulse Connect P EEMNTERE, AFRBY S MWK ESEBZT
KGR ITEENRNE, BINFkPulse Connect®]9.1R.11.4,

Z4ChromeizZIBHAITRA (FMHME) 5 : 9.8
360CERTEMEIChromeR B2 M ERE. WHEMALRE, FJUME— 1 EENwebllE, HAF
ARNZIE, EMEEAERT. B, XLRBEME T WindowshikMiE, BEHE A LUBIHIE
KiF—NEHIRwebERE, AR —BadfEE, WindowsliiEESMERITREEMSIEERE,
RAGHRHEEGAFAPC,

CVE-2021-28310: Win32k{FNiEH KF 5. 10
2021%F04H14H, 360CERTmM A I MicrosoftEZ A T4R XL EH, HPEFEWINI2KENIR TR
A, Hovels'S HCVE-2021-283100 AIHAIMAZRANKLEE T UEBFRS LEANER, REBHRE
FBHER, RRARIED AN T ESH M.

CVE-2021-22205: GitLabiziZ{Xi3H1TiRAE 53 9.9
20214045168, 360CERTHMAHIGItLabE S L7 T GitLabR 2 EH, FHRER: &, FATH:
9.9, GitlabR—METEERRBOENTFRE, $AGHENNBERTIA, BdWebFEBHEAN
SIS, KE o bl LRSS EGX R LR RRBRIT. BNRREHIEET L ASEmRE
I REFHRE) B
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Y v cevacr e % 2 3 - & 5 58 7 B A
Homebrew cask EEMRHFBIRSRER 45 10

HomebrewZ2—MEHE M ABRRENRNEEER A%, BLEHMmMacOSRESE ENRHFZETRE,
Homebrew4H 23 i A review-cask-prGithub Action2F BB ZA XN NG E, HEE&H I
homebrew-caskaihomebrew-cask-* B FEBFE D, TEreview-cask-prf B 7 git_difffk#i, HEHEE
MAPRXNGHIBRN X aH#Tdifffes, AFAREJfCEEEFEME, BABEERAR
15, MMEFEERAENEHIERET TN BEE Ho

CVE-2021-21982: VMware Carbon Black & {383 4233 ;5 H 5 9.1

2021048028, 360CERT M MA IMVMware & 7 7 VMSA-2021-000589 X\ fe @ &, /B % = 7 CVE-
2021-21982, FAE%: &z, METD: 9.1c VMware Carbon Black Cloud Workload @ —Fh &4 Ef
FRSS (SaaS) AR AR, M T —MKRABES(NGAV). KiskIFIMML (EDR). SLEMTERBER, £
AR MERBTERENMERERXRW, XHEEBIHAIEEEEAEIREENNEMRIESRE, KMH
DHBZEmRIESEEENENTREERE.

Oracle Weblogic ServerZPMiZiZ X IB 1T R F 4. 9.8
2021F04821H, 360CERTHMAZINWeblogick# T2021F48 ML EEH, AAXEFHTZ N TER
B, XERBATFARAELEHRIENKXEEEILINOPETIMIN A EMSITFNEEIFER, MMmiEOracle
Weblogic Serverth TS S E EUC K B EIE, ™ EREIFBEU T

-CVE-2021-2136: REBMWIFMNKEEBILIOPN A IXEEIER, BRIEERSES, ¥9H9.8

- CVE-2021-2135: REABNWIEMNHEEZBE I TITIOPIN L XEEIBER, BLEERSE, ¥99.8
- CVE-2021-2157: RESMRIEMNKEEZ T LUBIHTTPA X ERIBEK, RAXNKBHIBHITRIEND
|, ¥m7.5

Z 1 Apache OFBiziZFZ XM 1T:R:RA F45: 9.8
20215048281, 360CERTAMIA M Apache OFBiz&fh T RBENIIES, HEE21NFRE, RARS D
BACVE-2021-29200. CVE-2021-30128, ®AELH: =&, FEFD: 9.8, OFBiz2— M EEERZNB
THSFEE, ERHTUBRETEMI2EEXMUAEAR AirE, MBAPEP WL, BEE. BHIE
FE. BNARSENZZE. DB FHSEWEBN BAFAMNIES, BT Apache OFBzZEEALZEN R
ok, BIRE=BELERTT, RE[BEEE.

Cisco SD-WAN vManageZ ™ &E iR #F5: 9.8
20214048 08H, 360CERTHMAIMCiscoB 7547 7 SD-WAN vManageZ MR BXFIBES, LthXEs
RREYR S 75 9CVE-2021-1479 (&) ,CVE-2021-1137 (&f&) ,CVE-2021-1480 (&f5) . XK
BRETZSHENAGETFRMARIERNEBSHN. BEE LB S RHRNIEIRFBRE, %15
R IBR BN E P X aE HNER. ROFAIZRANK G E P UEERS 8.
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Timeline Of Vulnerabilities

2021-04-01
BLXmS =1
GitLab 34 BUR B

ELXmS
GitLab 34 E BUR @

EXRmS

GitLab B A K E

EXHmS
GitLab X4 iEEUR R

ELXRmS
GitLab 34l bR i& &

2021-04-02
CVE-2021-21982 =&
Carbon Black Cloud Workload appliance I&iF %533 i &

2021-04-08
CVE-2021-1362
Cisco UnifiedE# KBHTRER

CVE-2021-1472
RV Routers X4 E&iRE

CVE-2021-1473
RV Routers %< EANRE

CVE-2021-1479 =1
SD-WAN vManage RTEHITiRKE

CVE-2021-1137
SD-WAN vManage % MiEF iR E

CVE-2021-1480
SD-WAN vManage $MiEF % E
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2021-04-13
CVE-2021-27905
Solr R 2 imiERHMIERKE

CVE-2021-29262
Solr 85 Bt B R i

CVE-2021-29943 ™&
Solr X #HiE5iRAE

BELXRmS =1
Chrome < HITRE

2021-04-14
CVE-2021-28480 =&
Exchange Server B # 7K E

CVE-2021-28481 ™&
Exchange Server KB #1TiHERE

CVE-2021-28482 =&
Exchange Server B #7KE

CVE-2021-28483 ™&
Exchange Server {3 #17%E

CVE-2021-28310 =&F
win32k IR FARE

2021-04-15
BEEXms = e
Chrome KB 17TRKIE

2021-04-16
CVE-2021-22205 =&
GitLab KBHR1TKE

CVE-2021-28965
GitLab iEEABRITIHE
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2021-04-17
BELXmS =E
Wechat KB HI1TKRE

2021-04-21
CVE-2021-22893 =&
Pulse Connect KBTI

2021-04-22
CVE-2021-20453
WebSphere Application Server XML4MERSL4RE N R TE

CVE-2021-20454
WebSphere Application Server XML4MERSL4RE N R

2021-04-28
CVE-2021-29200 ™=
OFBiz KBH 17K E

CVE-2021-30128 ™=
OFBiz B3t iFE
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SHFER

Charts Of Incidents

HAEMNEERS : 1.38%
MRIRE : 1.37%
DERRTS TR 2.75%
izl : 2.75%
&Rl 413%
HE : 4.59%
- &liE : 5.04%

ITERSEZ V) : 54.13% — BT SEYA : 8.26%

BT 15.6%

Tl SRR

RER
5.3%

GELY
66.1%

FHFRLLLER
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L2EH-FHERX

,.._,Elastlcs Eﬁrch o s SOUTH ASTICEN ﬂﬂlg:?ﬂ‘amqb?-ifi firm

cisa ., php MfaCQAbOOk

& EBA B  Brown University

gmlcrosoft

s linkedinpnae= twitter =
ft’iﬁi:-nl-\:FImmFE':H-'EI APKPUTE ||"ltE-‘| I Bco CISGD

Wall P o
overnment g g github
Iranian
L"{Kbﬂﬁm Microsoff ™=

Limux

amazon “ Clubhouse

BRI @R

ns

ame
W ﬂatsapp -

0X CIHEP

Reverb «Q U pst

Q) |
Ol
O
M |

Babuk Ransomware Gang

Cobalt Group 3
TESVR
s Babukp

OGUIden Chickens OdeeIPa mer
REuvil

Isr

ageCa TAS42

azarusz

Lazarus Group greg{jr Eviinum

REHRAR R
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Ze2EH-APTEHR

APTEH %

Incidents Of Advanced Persistent Threat

FXERERE, RigEELEMNEIER--BFT APT

W% B&ER, C2, APT

§E4%: https://mp.weixin.gg.com/s/WnKcO0JbjA5 IsjPFSzFoYA

THE, RERKZIHEZEHEBRIF DN T —PMAPTHER, @30 ARWIAKBEFERMETEERR 8
ERT A,

SHERT ARBEXARINLCE, BERAINSEEA TAMARAESHAREREF. YN RSEFTHAE
%, WREBGWRUAER, BEFERBRN “BER WHERIPENT —RINEFBBERAR, B
PERPEE B Z ELLIE I,

RRERZ IR T 2 HAMIBERNERFL RS T LU NFE:

- BMNERE, FBEBRUMIBEER T HEE

- S, RERTEENT BB RITREARD

- ZBENE, TERRLEAER, HITT7TERBERIRIE

PITRAZET T
[EE&E
lenovodrviray.exe

IEEEF
DgBase.dll
p— = REZE
BEEH {LESEEA yilge
hmema e [ Hasg?ﬂ:ﬁﬁ
g2 e BEEN
wEmc [ | FEE ==
%_‘:E?-ﬁ — kb ST
wEmc | S0
£RIC2MES =
=
iTERS |-
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REAZHAN APT34 (EAEMHGRIHN2E ERER T EED

RE: APT34, C2, APT
PE#Z: https://research.checkpoint.com/2021/irans-apt34-returns-with-an-
updated-arsenal/

Check Point ResearchF2021F1 8L T R B WM MK E/E6), RIBREGHNEANEERNE. &
L AR WEHERSE, BRI IRTFRAESENESR . APT34. FY, TIREFX APT34 B9
T ANEFERANEN A Z MM ——-SideTwist #1717 24T

WHEEFERTBANKTF L, BEOESKENERREEENERXM, —BEXEEBBXEFERAN
HEERR, SaigEanNBEHRE,

W mA2 MR

Registers a
Scheduled Task

g
g

w

lecutes every 5 mins

A~ 4

—s WWW

Jobs-Details.doc SystemFailureReporter.exe
' C&C
J Checks if exists EarmeaftWare.com

s |<@®=
Drops XML

Update.xmi

(fR)1AEME? /JulsVyveva, LazarusBIE/EIT]

¥R%: Lazarus, C2, APT
pEHE: https://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-
watch-out-vyveva-new-lazarus-backdoor/

ESET L2021 F4B8H ARG B R AH DT T Z8IARHMEBY Lazarus &l J—Vyveva, ZEIMNEBEEZMNE
M, HE@BITor MBS EERCKCEE. Vyevaal JBEBEEXH. VB8, RNA
BEMENNEIIEE, WHTRGEEREN G,

WHEDNT 20206 B 2T, RIBEMNMAPARRSHREN, AR EFEF N EIEMXBIREEA
5], BNAIEETRER. WEBHK.

ESETEI W Vyveva/Gl JBRIBHEME. HITS5BERNSEHITON, BARKEHEN)IEFLazarus.
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Lazarus fEFIBMP image X FREEERBUBRMIZIEARDS

¥R%: Lazarus, BMP image, C2, APT
pE#E: https://blog.malwarebytes.com/malwarebytes-news/2021/04/lazarus-
apt-conceals-malicious-code-within-bmp-file-to-drop-its-rat/

2021F4813H, malwarebytes &I T LazarusE W& ENKE, FLOET 9 AN HEEX NP @4
TENBEIEHESN, EBNE, WEHEEREEHTAN RN ZIBMPSCH A LU RAT Loader, STal/a4t
K Fo

malwarebytesfE IR & P AR HIF A ROIIZH T T 040 BWEHMU FPIR:

BN Zebrocy AR R EE XK

¥R&: Zebrocy, C2, APT
PE¥E: https://labs.sentinelone.com/a-deep-dive-into-zebrocys-dropper-docs/

Sofacy (X #&FancyBear. APT28) ZE/DM2008FFIEER, FEWEHBN. EFENMEHLAR, &5
hack-and-leak operationsM &= xE. FEJLF, NkBELZ2KNSIBE, SofacyflKNE T HMEA
HWTARL%, MZebrocyllE5SofacyBE—HHARr—, ZENKENREAFRVNE HEREXRE M
TIMNHIX

202138, sentineloneM R EF X IEFF m ATIBER T ED), WHHER T 5 Zebrocy EEXANERER
f+Delphocy., 48 19HA R EXN 5DelphocyE XN NERXEHIT T 27, HAR T AWM ARZEN
Al MR 7. WEEAIDR (Interactive Delphi Reconstructor) & 481%Delphi. DL Wl R E R
IDCXHESF A EIGhidram,

Primitive Bear (Gamaredon) I B il F R i 5 78 = B A

}r%: Gamaredon, Russia, APT
BE¥E . https://www.anomali.com/blog/primitive-bear-gamaredon-targets-
ukraine-with-timely-themes

Anomali Threat ResearchM2ZZ|Primitive BearF2021FE18E38 M), N ERZHNFE AN IE
ofle WHEEND A T UBUARNENFIN . docxFEX M, REBIITERIR T .dotX ., AR BIRE
ECQCHELUBNBEER, REERNERANKENTEEN,
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FEEAREF AN EREHARNEONEETTUNERK T ERN S

FR&: Transparent Tribe, C2, APT
pEHE: https://mp.weixin.gq.com/s/ELYDvdMiiy4dFZ3KpmAddZQ

T H 36054 & B 7 P e M 2 BB ES SR AL A AR IB X E EXNEIEET T L HTIB RGN E B &
/ﬁﬂj]o

TR ESE S RBNAEXEZEZIPEER, 88— NMYERPDFRRES, WEZFFEEmaEnk
REFEARHED, InkKXUEETEAMshta.exe 2B /T ITI2M 01 FAYhtafil 74,

Facebook REXITHIPHIE B BB S R 2B 1T5h

¥r&: Preventive Security Service (PSS), AridViper, C2, APT
PEFE: https://about.fb.com/news/2021/04/taking-action-against-hackers-in-
palestine/

2021%4821H, Facebookﬁi%\%}&iﬂ’ﬁaﬁﬁﬁ | %E%ﬁﬂﬁiﬂﬁﬁ%%m B2 4R
7 %Uj: Preventive Security

AREKS. HiENNasamian. 2mER R HFHashe XM PMAER
Service (PSS) (BRAFIRE) KX AridVipersE43,

Preventive Security Service (PSS)IBEE S B HiBIE RSB 1 E X, WG EB2EF T EFHHIBRFF L
B\, TEE. Fiire. REPMA L BEE AR, WEFEN: EfbAndroid&E R H. AFHR A
BWindows B\ R, HEHRXKSE,

AridViperE G EE N EHIBENBFER. FatahB TR FEFAGRNERZ 23 W&
BIERT —B 2 M, BRRNIEEIOS. AndroidBERHLUGHREAEREIEREFEARTEEH
C&C, [F By Facebookth 45 & 7 * F AridViper X £ E sh B9 4B R & (https://about.fb.com/wp-
content/uploads/2021/04/Technical-threat-report-Arid-Viper-April-2021.pdf) o

Donot HAFAEB MM NEF RN K EFAndroidig &

¥R&E: Donot, C2, APT
4% https://cybleinc.com/2021/04/21/donot-team-apt-group-is-back-to-
using-old-malicious-patterns/

Donot(APT-C-35)k T B R 12 B BTG RN HN BN SR EREREREIN, T AEZEN
Android APKWE BT . —BEXEELT R T WEHAndroid APP, WEHEFLA LKL Trojanf
BE, EREEHZEENRAHTEWNIEEE,

H, EL2fMARDZET X FTDonothiEAPPHITIEN TwittenB &, CybletAs A RIRIBXFHEN D
AT PRTERENappEEE&E “com.update.gooqgle” , HNEM T &/20GoogleBIiER, HE
IERLH T IFHARI Do
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Ghostwriter Update: EE{AMISZIBIIRLALIUNCI151&E T “Ghostwriter”{T
=)

FR&E: UNC1151, C2, APT
BE¥E . https://www.fireeye.com/blog/threat-research/2021/04/espionage-
group-uncl1151-likely-conducts-ghostwriter-influence-activity.html

202074, Mandiant Threat Intelligence 2 ik & E 7 &0 “Ghostwriter” BN EHEH, T2
X IMEE. L. B=NrEk, HEAMMXEZAHFILAERINATO)NE L. ZEHLAEZ
@, Fireeyee N E#F T 7T EE®RIE, HFHEXREGENBEBEE FR020F7 8 & &5 ]
(https://www.fireeye.com/blog/threat-research/2020/07/ghostwriter-influence-campaign.html) 7 25
HBEVFFEEBY I8l,

2020 7B LK, FireeyeWIZE| “Ghostwriter” BRI EGEET K THEWEHF . WERNRTEMN
TTPs. HRIBIMBIEIE, FireeyeF B nWEHFATFEZHL . UNCL151, BRHATHBERER, HILAEE
KEE “Ghostwriter” EH2EFFAEFUNCII51,

UNCIISI HRRMUEEBRNER, WHEEBENGWNEIE. SEBE2WH, 202154, UNCL1S1 FXI1E
ERELRTHE, @ETagesschaudEEAE G #HTITIRE,

Lazarus I TIFBRBIEEH N ABEELH QB RERE

¥RE: Lazarus, C2, APT
§E#%: https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-
intelligence/lazarus-recruitment/

2020F9H 5, Positive Technologies Expert Security Center (PT Expert Security Center. PT ESC)
ZETHNAREEARWEEHNEE, BELARESGEEANTIPs, RMTESZAH (
Operation: Dream Job ) #1 {Operation (‘= AE}) North Star : A Job Offer That's Too Good to be
True?) FEMEMZL, FHRRK G VIR FAEFHR Lazarus,

REXNEBT T ZRIRMBPAPTITRI U M Lazarus I TR A, EEWMBLazarusB AT EE K 2
NIRBZABINE D WNEITHIN, UNREMBIEN: FERGEEN. WEMR. FAMEEER
BEZE, PTESCEAIM T HMEXEEMNKEES), BT NNERZHELS, HFEAEAZEA
Anonymous Security Agency @AnonySecAgency x [ S X
(https://twitter.com/AnonySecAgency/status/13296355113931407437s=19)#17 7 52,

. Al
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GREREMN

REVIIGIERFREEBEHREHE

Quanta2— R 2ZA T ATWRIBEITHIEE (ODM) , FEHREApple Watch. Apple Macbook Airfll
Apple Macbook ProRyHIiEE . REVIIEIRIRGFNAEFMITET ZAT G T FRN~mEE, HEXK
ERABESAIH RIS, UM IEEGIENEIEEEE. RIBTor(IMIIE, QuantaZiERHLM
T482TH 2RI 15,0005%7m, REEEITTHNGREZMZET, SNEXBBIETBHEE,

EmotetBEB R4 #E H @ 1THIBR

Emotet TR B RERIEBIL ML —, 2021F4825H, EHUEAIIIIBEH LA HBIE R HIFE
REEEET, PIBXRBEENEETNERNGEEREHE . ZERSEREMotettERNHENEE, K
HCOBMMEMAE A EENRS . 2/, JFUESF R332 EmotetLoader. dIFEZBIFTEmotetiR R 7
KEFMTBERBENZS, XERAREEEoHEIZERERE,

RotaJakiro:Linux E—1"E LV RE=FHNWERI]

360NETLAB BY BotMon & £ #x 12 7 B B 0OVT #& W B 7 % ELF XX
(MD5=64f6cfe44ba08b0babdd3904233c4857) , ZXMHHMTCP 443 (HTTPS) LERVADENE(E, ER
B TETLS /SSLe (FHAEEFZEAR, RMERBIF WLInuX X64RAENGEIRER, ZREEEEFEEELD3
F7, RIETHITRNEESE NRotalakiro, RotalakiroEAEMMBEE, HEERBEMMEESE
¥, BECHASEEZNEATHNRREEEHITINE, C2QBEHEFERTAES. XOR. ROTATE
encryptionF1ZLIB compressionI1Z & %,

BELZEFMH

Facebook 5.331Z B R #iE R

5.331ZFacebook A MIEGE, BFEBIESHE. Facebookid. 8. B4 HEAMEHAME BEH A HEW
Fo ZeREIREIET (hudsonrock) NEERAREME - II/REEF LAH TZEMBANER
Ze, RIEMHNEE, EEA3230FSEWAS, ZEB11507,
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5{ZLinkedInAAFP#IBETENEE ITAR

fEFacebook R AR IIEM B AN L FHE/LKE, —HEIMEMSZLinkedIn D AT FRIRERHY 2R
ZCAE—IANNRERIR ERE, HFRMET2005FIERFNIERE. XEREENXAREE T EN
WEHRBIERAANER, SEMIN2E. B, BiFSE. TIFIMERE S,

48 I S

HHREMEARHNEMPAZERE I TARSS
20214618, EMHHNMARRT —RBEWEED, HBEAETHEBHHN— R WS
AREOSIE, 3A1TH, REBER—REN “ SecuriElite’ BBABRIT T — M REMEHTIEER
KM, ZMERTE - KT+ EANINREAE), SRGSENR. KR FERR
AR, SXERZLN ORI, M MRS G IS EPCP AP,

dlinl

fREA I BB 14 8 B M B B & AE IR Ll
BTV ASIRATT, LlEBFIB &M MER & SHEA— KB, FHIXE “BREF B
TR, LRBEHEIE T PERE R A,

Passwordstate B EIRB WA FHEERE BTk
Passwordstate@ —MAMEZEEIRME A SR, 2HE2DK29,000KABI89370,0002Z L2 MITZ AR
FH. ENEFEEFRRETEN. B, /. I 8. AF. BEFFRE. ZENEERSIE,
PasswordstateZ i EE2EE EM A B Click StudiosBAE 7, WEERIF 71N BREFHNEFHLE,
TERR I E WL 5 U R TGRSR . T48208E4822886) M7 ALREFNES A
BEEE A,

BEFAHOIday R AKNEMacOSIEERS ITAR S\
R LT T macOSIIERANER, Ui — R AENZEARE, ZRITEEIfMERZEE
B, T AU SR 2 FIEE EMacos FiE T. macOSETRERIRSIRCVE-2021-30657,
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HithE M4

VMWare#iE P L RE2FmPLAN™ERE ITARSS
W & 7] LA A VMware Carbon Black Cloud Workload appliance® 89— "N = ERE, 420 5% 1IE
HIZHIZSWENRS, ZRE%S ICVE-2021-21982, 7ECVSSES9.1, #£M1.0.1Z MA@k
Ao

dinl

PHP ComposerigRArAI SM Z0E M N E ITAR S
PHPEVA - E1 EIERsComposerNEIFEE & H T — M EMERF, UBRA— N E/RE, ZK BRI 8
HREERTEEGSHASIPHPRHERE LG, NMSBHNERT. ZREBRTLERERE
RN 2BEURLINHAEFE, ZREFREEEAEINN, MAEMLTRENSHIT.
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Timeline Of Incidents

2021-04-01
HYREHR AR R ME &

2021-04-02
AsteelflashBFHlEHEBHRRHELE
(EomEk: GK) BERHG

2021-04-03
HYMBETWNENKRETAH
Facebook5.331Z A PGB

2021-04-05
ETMENESHESHNERMIBHE
EEEdLinkedini# TR BAKEH

2021-04-06
Rockwell FactoryTalk AssetCenterfFE ™ EiRKE
EtterSilent A 2 ZiEMHENTA

2021-04-07

MBZRSMEMYIAEINZTAMNBZRE

AVMWareHiEP 022G P A UTEN S M RIELTEIR
Facebook¥5.33ZAFHNHEHERILETFCIMIERETE
SEAPHPF P #UE E iR

2021-04-08
HEREHBEESSHEHVPNIRE
5{ZLinkedInB F#IEEEMNHEE
OdayiRiEMER D AR SOHO K H 88

2021-04-09
Gigaset AndroidEHRESB[ERERE, TR RELLETE

el

LR LS

2021-04-10
JokerBE MMM RLBIEIS0FE%ENANdroidigE

2021-04-11
FEERANDroid BEEREGE I WhatsAppiE B & HE
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2021-04-12

FRAZBEILEBMNER T

Valveif Xk 5| 2% E & I £ N E T i 3%
HERENEEBE W T BUES
BRATASEERHEERAndroidZ2HERER

2021-04-13

NAME:WRECK DNSIRRF MBI 1{Z81K8E

FBLinux, macOSEERGRBEERENBrowserify NPME
Capcom#EZSHRERS
EEERZE2BAIMN T ZIIMicrosoft Exchange REZ £ W R R
M ARKMChrome, Edge. Brave, Operafioday POC

2021-04-14

EEEINIEEKRARKREZEIced DEERMY
twitteri8 2% — 1 Chrome 0dayiRiE

SAP{E TBusiness Client, CommerceflINetWeaver$ 8% @

2021-04-15
EEERZERAGHSHTEZNANSKIEE
EZERFSolarWindsMEREFIHAZ T HRKZXI0RIIRE
REABEIMS Exchange RS [RBMENHFBERGERE

2021-04-16
TWHRRAKW/IPHEKXDPRETEE R
REMKS N B ESHRRERE

2021-04-18
MonerollZ & miEMFHProxyLogonikba

2021-04-19

Codecov F {4 i 5% X &

BiIXcodeMBEABN ERRGEFIBHNERNMac
Lazarus APTEXFEHBMPEGIEERATEE 4

2021-04-20
PHESANANENSRENLETD

REREMKEE. Spotify s k& HHIESHTRRMG
REVIIFR R mBEAROEHR
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2021-04-21

EEMNERKEEVPNIRERE

Qlocker#I RRHKEMER7zipMZEQNAPIEE
Homebrew B 1TIREIHE
E=FHAEBRNFacebook/ " EHTHNENE

2021-04-22
“ToxicEye” BERH4ETelegram¥EGF 2K
JokerERHRHENBIREEZHMANdroidix&

2021-04-23
Passwordstate X EES[EH FTHNEKR T

2021-04-24
RENRREFHREHEKM BN M

2021-04-26

EERRN2.5ZEEFORER

Reverbtt ZEERRTAGBR

2N EN B L FE 150 RESBAEXNEFHEICHE

2021-04-27
ZZFAH0daymAIKEMacOSIEERS

2021-04-28

Applef&4 T macOS Gatekeeper# 223 1Y% i
FluBot 8] % 2 4 & i BR M

F5 BIG-IP5Z ZKerberos KDCH IR iRFE K&

2021-04-29
Rotajakiro: Linux E— M BE=FE8WZEFI]

2021-04-30

PHP ComposerigiR o] S & iz 894t M 88 &5
EEFASonicwall 0DayiREEEFiveHands# R H
First Horizon R EEGREFASE
REHFELAUTEEENNENTERBEERRYG

30



NETWORK SECURITY MONTHLY REPORT
LEEHF-R2EIN

TEEIY

Security Advice

EMELRBER 2T, WHNE. IDS. #HM X

=

o MR INERIETIF, XA IR EBEBNXKBISMNI
i A IR SS, KB & LM 0] 2R

o MILFFRINNZFH NI TIE, RE1AI RS D)

o EMWIEFEIZREE, fORME “WIFFEIR" BlAl,

s ERAKENBOL, BNEAROS, HEATEME
A B2 KB

e BEINMAOLREE, WRIEMITEN. MERS. A
IKSEEARO<

o T fENCIENNLLIELS ITNEE

o F/LDINNTRIM XIS, BEFER TGN

o I EZAEMNTEACDN

o XURUTHNEBERT, KEFVHARE

o TIRMIF httpIk ST

o WU mBETIEERE

o MuF >t (CHBFIENHXMH) 1N

o W EREABRERS

o W FEBERNERNttpEEB EE I

o WH EEMTIIE, thllEamR, ZERSE

) £% BR3P -

Ko B X R G e =5 D ARSS AR (F AT hie A TR A A T ST

o ZXNLEEDR T, ABTHwNE )

o AR EANBITPRIT

o HIIENIER. BIFE i, vpn. MERKESFTENADA
AR, NNEERERHThRAS

* Boim N LEANNNABER. A NERAN

E TR A
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NN EDEREFHRERIUELY S

BIE R BRSSPI E
BRBIE RN F R E http TN R IR RN E R
H—webIHEREER, HEEREBFRER

BEAE RS IHEER A 15 RN R
ZEEN TR E AR

PRI H EIE R D) A R

N BYiE H BRI G EL IR

REBIELRSEMHE, MHTEEENSFHEXLEHE
it

BUREFELUR, THEEBRSHRERFTHITINEFE
FRGHERFZFHE TAN, FEREBNTIE, &% 7%
U

PREG 2 [BIHETTIRES, 16t 9215 B R AR R
IVEMNEE, SRS BT
TENE R TR 2E

MRNEMRFE, SHLNEESETN. T2
ipiE R A BT ER RN R R AN EE
ERVPNERERSE, Mg EEFAERSHL
B, BRI ASRE R
MNTHRENTIRSEE(VPS)NE = TUERE, SOMBurihN
ERE U NS INESFEXISE

sV EEES RS METI/INNTEZNIDNLE, &
WAAE A, 5505 SEE™ A8 BY 1 [B) 32 35 it
AREMEHER, ANEARMIE, AREREFT TR
t, FAEEETAIRNITIER

TENBR G Z G, RIRFTHRDRED. BEXAER
SRS

MRV, XA GEMmMBIERLSS, RRXEX
REPITR2EIPMER, BIRKERIR/)
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MERPEE, NALERTR, FE—EEERRZ 280 )5
RNEHITN B

MR T N B IR R =T, 7 BT iAE x b 12

RE BETRm X i
FEEZTEEHREOENSE =Package

NE B ZERMBNGRT &

PIEHIREE BRI BRI, ®REHNENZ 2
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MEEMESHRESHAMRI, &l #E
REGEAMEA, ISHEE FZEENEHE
= AEN. MRESH WM D ATXK
R MSEE R R, &F M0
Ko 2021 F 48, 2KMEBEETRXRIRER
% :QlLocker . WhiteBlackGroup .
Jormungand « Cring « Wintenzz «
GEHENNALocker < RIP_Imao .

Runsomware. Nocry. CryBaby%Z, H
QLocker@ & B #1853 QNASH 1T K T BY
PRFES, HIEAKXKF260000%TT
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Ransomware Situation Analysis

—. BEBIED I

N AR ERETEEMPRIRRSRIEHATHRIT,
phobosZxH &k St618.50%/F&E M, EXESHEL15.03%B9
Globelmposter, BuranxJ&ELL11.45%L/EE =,
QlLockerB R HANFTHFRHES K IETOPL0, B ZERRK
SRIETT N QONAST B T7zip & MNE F (E1g & R X
T AN,

BEXE: G0RMEES

WABSEEMEBERANRIERAHITARIT, UEA =N
2 Windows 10. Windows Server 2008 L A2Windows
Server 2012,

| 20215F4 B 28RS RNRIER G S

BERE BOEHMREE
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2021 FARWBANAGTNREASNRSEARAALLE
T, SWENASIDIERREAS, LES ERHBELT
AR

| 202154 B REIRAR S HURR AR GEREL AL

BB 360REHBES

. WERREEE YourData%E{A$t 33 El R A P # 1T T

ekl 360 2 AT 2l —fEZ AYourDataWV B R Im S [E PR &

EREA R DNA, NERINREREZRIEN E26 A
RNERBELERKEOSSHNGE, AaFoks. MzKs
ERBX I T —PHNEM, ENEBXHEasRa%E
o9 kingdee,

ZERBENXWHEHakbit. Thanosx ik, &FHIF2019
F11H. BE2021IF1IAREZH], ZHIEEZEMNEPRA
THEFRFZHNF A%, WREERERNTMHM 25N
HEXABIF Hyourdata@RecoveryGroup.at, E2REHT
g Zn, BERSRAGEENME—BAREEN, BX/L
PEMBEERNL I T, P EEZ AR R E it X7
Wiio
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Yeur lepartant flles are encoypted Moy of your documents, photos, pesswords, datsbases and other flles are no lemger sccessible becsuse they have been encrypred Napbe you are busy leckleg for way
to recover your flles , but do mot waste your ties. Nobody can recower your flles whibout coxr decryption EEY (Lf scmchody whll tell that they con do it, they will also contect e ond T will meke the
price 5o myh empensive than Lf you comtsct directly).

{1ITHE DATARECOVERY CONPANIES JUST WANT TOUR BOMEY!!!
110ATA RECOVERY COMPANIES WILL OHLY INCREASE THE DECRYPTION TINE!!

Cani i Recover Ny Files?

Sure. We gusrantes that you can recover all your files rafely and earily But Tou have not o encugh time . So If you want to decrypt all your dats, you need to pay . Ae fart you pay sz fast all of your
data will be back as before emeryption

Serd e-mall to this address: yourdats#fiocoverybrow. at

fou have to pay for dectyprion in Bitcoins.

Do mot rensse encrypted flles

Do mot try to decrypt your dsts usieg third party software, 1t may couge permsnent dats loss.

Decryption of your flles with the help of third partles may couse increased price (they 34 thelr fee to o) o you can become & victim of & scom

If you want to try datarecovery cospary just atk for testfile.They have to give it for you if they can do semething.

They will mot.

Eey Identifier:
TOWIDamsaF ZallpF legs v i <ORP2TRSqnTdEi VIONDG j ji RCZsL SpLrHAEVDSP] BSbaRIRF dekri2h yl THLIG4 P FrELVul b AuSedBOTPRE 4] SIRALTIV:

ERUBELFEHRFSRE, EHEAGERFTM
e XL B

TLRINE S BiBBabuk#RIFSWd, HEE250GBEX
o MERIRQTNEEE, REBEUESEAERS.
ELEXFLULREMITEN . “HRREHRTEEKRER
PE R ASRKNAMIESEER AR, BUNERAMER L
NE B o BB Z B FRAATT I R 4% 22 T o 52 [E B9 N A
m, FBEILEFBIFCSA (NEFEEKE) EF XN
Oday, M{1/E£I8 K KENE R AR & o

:7.1:1/] /4 Metropolitan Police Department DC

mpdc.dc.gov stolen more 250 GB data

Helled Ever an indtilugion sush a3 DO cin e theeatensed, wi have Scwnlsaded o sufficient amoust of indormation frem your
internal nebwrorks, and we adwise you to contact wt a5 soon 85 pottble, to prevent leakage, f no retponds is receved within §
s, vk il 180t B0 CONEREE QaNGY in ordel 16 Simin the infermants, we will sontinge bo sBlack the 1NMe tector of the ula, Ibi
csa, we Find 0 day before you, even larger stiacks swait you toon
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QLocker K#ME(EHE, HEA XM BEEFI265%TT

T HQNAP (BEKIE) IIMNEEFEMEIKEB AR NIRRT S
WENR, SEERE TN XHYRER1ZipNE.
QLocker#hxmmEEa A A M FT4819H, MEbTIZKREA
IBARELH, BROBHUADPONAPGERARKZ, 18R
A RBYE, QLokcerxXEWEINIREESX2677F 0.
HBNMNEEEREN500ETTAEL, ABITEEBS2 TR
=5 P,
rEHEEFNB T &#EBECVE-2020-36195 (£ 17
Il e MEERMNBISQLENKM) o BAQNAPIE
HEHRAANIIBIEHLEREG & EARNEITAES
EMETNARFIENMRAEA, BER2EBZIRKSN
Fio
ZHREPMREEFEFAENBUGCEHEININ LM ARAR XA
W, HMENIS0RREERIIMENXH, BEEEIREEEE
#MZBUG,

©  Thread

Jack Cable @jackhcable - Apr 22
If anyone's dealing with the Qlocker QNAP NAS ransomware, feel free to
DM me. | can help recover data. #glocker @QNAP_nas

Q) 47 11 Q 127 o

Jack Cable @jackhcable - Apr 22
Update: it looks like this may have been fixed by the ransomware operators,

unfortunately. | apologize if | was not able to get to yours before it was
fixed. In total decrypted around 50 keys worth $27k.

QO 27 1 13 ) 716 Sl

HAr-xBaREaHERSNE, SHHEHSEFHER
RIS

P2IKE - RERLCKABRAXRIKITHIERE LB EE
Sodinokibi(REVI)EIRmEW &, WERES0007FTTIE

NEE, REELXRTEXNTHBBI4H82TH, BFH
Tz ETEE,
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AR TZEHT, REFFHIERSE, BalENHEEE
KEZLDEFHIERGE, BEEEFABETER. &R,
=2 TEn. BR. ELE. BB, LGEXREANT,
B 81 RS9 11T Bl 4 2z HE A 7R 2 BE I A,
M ARBREA, T IABRERRM]A R OFE A
RTWE, " HFEELHMNMEEMEHIE. B Al
Sod|nok|b|(REV|l)Ez—:ﬁ'—ﬁM?%lwﬂ, 8 =330 18 T )
S H VEE, BREEEATEZ
%Iﬂ%i%aﬁéﬁ#uulyﬁ?ﬂ%?fﬁ‘—é@@ﬁo

Products:

Apple Watch

Apple Macbook Air
Apple Macbook Pro
ThinkPad Z6om

In order not to wait for the upcoming Apple presentations, today we, the REvil group, will provide data on the
upcoming releases of the company so beloved by many.Tim Cook can say thank you Quanta.From our side, a lot of
time has been devoted to solving this problem. Quanta has made it clear to us that it does not care about the data of
its costomers and employees, thereby allowing the publication and sale of all data we have.

P.S.

Qur team is negotiating the sale of large quantities of confidential drawings and gigabytes of personal data with
several major brands.

We recommend that Apple buy back the available data by May 1.

More and more files will be added every day.
The same is in pdf format

Proofs:

{ (. bm ' L] ; '
i .-.-I“ “}}m;r:“ | [ ERERE ~ Tl n

-= F*‘ ______________ }rq‘*i
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oral@tuta.io Ux3oe7ae@secmail.pro magicbox@outlookpro.net
zphc@cock.li Rekohdth@secmail.pro pyyring23@protonmail.com
vip0S@cock.li Uroo7ohM @secmail.pro FilesRecoverEN@Gmail.com
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CNE PSU Technology Cosmetica Laboratories
Aldes FOODLAND.COM Matratzen Concord GmbH
IPSEN PLDevelopments BEE LINE LOGISTICS, INC
ALIZON PB Swiss Tools Quality Packaging, Inc.

Vincle Ford Meter Box National Public Seating
NewsRx DT Engineering MITCHAM INDUSTRIES INC
ISOLVED PROSOLARTEC.de Municipio de Constancia
bdhouse Kens Foods Inc. BTU International, Inc.
FNBNWFL Gijima Holdings Animal Behavior College
DirickX Comfort Keepers Premi Beauty Industries
OLOMOUC TRAVELSTORE.COM Marietton Développement
AlohaABA moba-automation StoneGate Senior Living
MSPharma Hames Homes LLC Plimpton and Hills Corp
Capmatic Houston Rockets Readie Construction Ltd
Apperton apmmguntown.com Hensley Beverage Company
Bertucci Call Assist Ltd Bauder Roofing Solutions
SpecPage Absolute Dental OAK VALLEY COMMUNITY BANK
jpscu.com Tata Steel GROUP DeVincenzi Metal Products
Gamma Spa Vivida Assistans JST Global, Acme-Hardesty
DURHAM.CA HOYA Corporation CERINNOV, UNIPESSOAL, LDA
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EMO Trans Zambon Group SpA Cambridge Weight Plan Ltd
Gorzynski Lozano Smith LLP Heartland Automotive, LLC
CAVENDERS The Village Vets Citta di Caselle Torinese

Saddlemen SOUTHERN ASPHALT  [lllinois Attorney General

Flaghouse Braman Motorcars Department of Agriculture

Filtertek Zambon Group SpA OpTech Staffing Solutions

HW Fisher Cuddy & Feder LLP Newcomb Secondary College
HumanWare B.W. Wilson Paper Mairie de Marolles-en-Brie
Mobiskrug Pavages Maska Inc Mevion Medical Systems Inc
vgcargo.de Harris Federation MUNICIPIC DE QUATRO BARRAS
paslin.com Federal land inc. Hardy Buoys Smoked Fish Inc

Seven Seas BOUTINEXPRESS.COM  |American Signal Corporation
SIUMED.EDU kirwanspellacy.com Protectim Security Services
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Komatsu Ltd Greatwide Truckload Presque Isle Police Department
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Dade City FL DIGroupArchitecture McCurley Integrity Dealerships
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Cathar Games |Elite Software , Inc Valley Transportation Authority

Oré Peinture Abu Issa Holding LLC UPL (United Phosphorus Limited)
Fonds Finanz spiritlakecasino.com Siemens Gamesa Renewable Energy
Mankato Ford |Klenda Austerman LLC |Loma Systems - A Division of ITW
Pocket Money |Fultz Maddox Dickens | Diversified Plastics Corporation
omnidecor.net |Universal Group Inc. Newbridge Securities Corporation
Southwest KIA | Partit Nazzjonalista [NASDAQ: DXYN] thedixiegroup.com

Comune di Rho [Quanta Computer INC.  |HealthCare Global Enterprises Ltd

Comune di Rho |CREST Hotel & Suites | Metropolitan Police Department DC

Carpenter Co. |Citizens Of Humanity C.E.E. Schisler Packaging Solutions

Pezutto Group |www.schnepsmedia.com|Intensive Care On-Line NMetwork , Inc.

Cairn Capital Eduro Healthcare, LLC | Maestri Murrell Commercial Real Estate

Interfel Corp Thomas Concrete Group|Indonesia Infrastructure Guarantee Fund

govnet of fiji Options Greathire Ltd  |Rogers Engineering & Manufacturing Co., Inc.

Condor Ferries |Titanium Industries Inc  |EMC, Electric Motor and Contracting Co., Inc

CJ Selecta S/A  |von Drehle Corporation |CONSORZIO INNOVAZIONE ENERGETICA RINNOVABILE
supabets.co.za |ASBIS CZ, spol. s r.o. Maharashtra Industrial Development Corporation
Baker & Taylor |Ajuntament de Castellc |UNIONE DEI COLLI DIVINI NEL CUORE DEL MONFERRATO
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