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US insurance giant CNA Financial paid $40 million ransom to regain control of systems:
report

https://www.zdnet.com/article/us-insurance-giant-cna-financial-paid-40-million-ransom-to-
wrestle-back-control-of-systems/
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#5%: ['Bizarro', 'Trojan’]
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Bizarro banking Trojan surges across Europe
https://www.zdnet.com/article/bizarro-banking-trojan-surges-across-europe/
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More than 290 enterprises hit by 6 ransomware groups in 2021

https.//www.esentire.com/resources/library/six-ransomware-gangs-claim-290-new-victims-
in-2021-potentially-reaping-45-million-for-the-hackers
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Qlocker ransomware shuts down after extorting hundreds of QNAP users

https://www.bleepingcomputer.com/news/security/qglocker-ransomware-shuts-down-after-
extorting-hundreds-of-gnap-users/
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#R2%%: ['Hospital', 'Phishing']
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Domain Group says phishing attack targeted site users
https://www.zdnet.com/article/domain-group-says-phishing-attack-targeted-site-users/
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Conti ransomware gives HSE Ireland free decryptor, still selling data

https://www.bleepingcomputer.com/news/security/conti-ransomware-gives-hse-ireland-
free-decryptor-still-selling-data/
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#r%: ['WastedLocker', 'WastedLoader', 'Internet Explorer']
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New WastedLocker Variant Exploits Internet Explorer Flaws

https://www.databreachtoday.com/new-wastedlocker-variant-exploits-internet-explorer-
flaws-a-16705
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#5r%%: ['DarkSide’, 'Ransomware']
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Researchers Uncover Another DarkSide Ransomware Variant

https://www.databreachtoday.com/researchers-uncover-another-darkside-ransomware-
variant-a-16704
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Alaska Health Department Services Affected by Malware Attack

https://www.databreachtoday.com/alaska-health-department-services-affected-by-
malware-attack-a-16708
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Codecov hackers gained access to Monday.com source code

https://www.bleepingcomputer.com/news/security/codecov-hackers-gained-access-to-
mondaycom-source-code/
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FERNEEREA. M. BFARFHRE, Bt EBIESIEFIIIEER.

e

Student health insurance carrier Guard.me suffers a data breach

https://www.bleepingcomputer.com/news/security/student-health-insurance-carrier-
guardme-suffers-a-data-breach/
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#RZ: ['Mercari’, 'Codecov']
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E-commerce giant suffers major data breach in Codecov incident

https://www.bleepingcomputer.com/news/security/e-commerce-giant-suffers-major-data-
breach-in-codecov-incident/

AXREEW

1 REISEHEEFRREERZS
BIERERS SRS SRR

PRSI HIER LR

NESEF MR N U E R

REHETREMHE, MEHTEEENSFERL R

SRR EIEFESIRSMEEINNTRNDRNE, BRAERN, SSUSLHE™E
BOLIEESlEE

S oA W

7 /16



(@) CERT (228 nm=so)
&80 =R http://cert.360.cn

(=) MLELE
BKFIFER: Conti BIRLBBET 16 M REETREMESBYE

H#: 2021-05-21

L8 5

kIR Sergiu Gatlan

FRZ5: ['FBI', 'Conti']

BFBEER (FBI) 13, Conti $hZBARIAEBIA 21 EEETFSHERAING,
X—(EEE28Y TLPWHITE flash ZEiRHEZRY, ZEIREEFEPEFEERNLZETIWA
RIRIFALRRINE R Conti I, BFPEERMEEN IR "BIPEERESE—F M
INT 2016 BENIEEET REFISIWERNELZI RN IE, REERENGE. B2
ETiRS. AR OHEEE,

ES

FBI: Conti ransomware attacked 16 US healthcare, first responder orgs

https.//www.bleepingcomputer.com/news/security/fbi-conti-ransomware-attacked-16-us-
healthcare-first-responder-orgs/

AXRREEW

1 BRRFFRIMNSENRN TIE, RRIRINARGIERR
RO ERAAAERAIN S, BRI RIX b
HiFr-mEmEEERE

NESI RGN B MRS B ThRATFHRFIN T 885

BENISER. #MFEFIm. von, ITIERESFENI N ANAEER, NMAEEHREIR
FThRZS

6. FEARIRIZEHI
(FO) Efhs=4
£t3t+ Windows HTTP iEiRE T BRRFE X

H &8: 2021-05-17

vk W

3B Sergiu Gatlan

R ['Windows', "Http', 'CVE']

REKGHREEE AR, BT Windows 10 1 Windows Server kxR, X NEiE
#WBERA CVE-2021-31166, ZimEA IFAERIENKEEEASHBER Ml TES
(VCN

jEaE

8 /16



(&) CERT
&80 =R http://cert.360.cn

Exploit released for wormable Windows HTTP vulnerability

https://www. b\eergcomputercom/news/secuth/explowt released-for-wormable-
windows-http-vulnerability/
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