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US and Australia warn of escalating Avaddon ransomware attacks

https://www.bleepingcomputer.com/news/security/us-and-australia-warn-of-escalating-
avaddon-ransomware-attacks/

TeaBot: ML FZERKMHF

H#3: 2021-05-10
KR Wagas
¥r%: ['Europe’, 'Android’, 'TeaBot']

BARR=TEELEETRB AT Cleafy's RUBIMEIRAISZAIEL (TIR) EIBAAIL T —F3HY
Android B TeaBot', ERIMBRET FFRIERMER, FIERTAL, BEEME
TERMAY 60 KiRTT, EBHMEFRAEAF. A, BE. AR =5E0NE
K, —BRGZG, HEHEnRE. DINERER. RENEREE, FETRT
£

=

New Android malware TeaBot found stealing data, intercepting SMS
https://www.cleafy.com/documents/teabot
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Colonial Restarts Operations Following Ransomware Attack

https://www.databreachtoday.com/colonial-restarts-operations-following-ransomware-
attack-a-16576
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Insurance giant CNA fully restores systems after ransomware attack

https://www.bleepingcomputer.com/news/security/insurance-giant-cna-fully-restores-
systems-after-ransomware-attack/
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Chemical distributor pays $4.4 million to DarkSide ransomware

https://www.bleepingcomputer.com/news/security/chemical-distributor-pays-44-million-to-
darkside-ransomware/
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Ireland’s Health Services hit with $20 million ransomware demand

https://www.bleepingcomputer.com/news/security/ireland-s-health-services-hit-with-20-
million-ransomware-demand/
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Insurer AXA hit by ransomware after dropping support for ransom payments

https://www.bleepingcomputer.com/news/security/insurer-axa-hit-by-ransomware-after-
dropping-support-for-ransom-payments/
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Ransomware gang leaks data from Metropolitan Police Department

https://www.bleepingcomputer.com/news/security/ransomware-gang-leaks-data-from-
metropolitan-police-department/
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Babuk ransomware gang leaks DC police data as negotiations fail
https://www.hackread.com/babuk-ransomware-gang-leaks-dc-police-data/
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Microsoft: Threat actors target aviation orgs with new malware

https://www.bleepingcomputer.com/news/security/microsoft-threat-actors-target-aviation-
orgs-with-new-malware/
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Toshiba unit struck by DarkSide ransomware group
https://www.zdnet.com/article/toshiba-unit-struck-by-darkside-ransomware-group/
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QNAP warns of eChQraix ransomware attacks, Roon Server zero-day
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attacks-roon-server-zero-day/
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Pipeline ransomware attack: US invokes emergency transport rules to keep fuel flowing
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https://www.zdnet.com/article/pipeline-ransomware-attack-us-invokes-emergency-
transport-rules-to-keep-fuel-flowing/
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Apple kept mum about XcodeGhost malware attack against 128M users
https://www.hackread.com/apple-xcodeghost-malware-attack-against-users/
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